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Chapter 1

Autoconfig and Autoconf

Autoconfig

Autoconfig is an auto-configuration feature of Amiga computers which assigns resources
to expansion devices without the need for jumpers. It is analogous to PCI configuration.

When the computer is switched on, AmigaOS interrogates each expansion device in turn
and assigns address space as needed. In the case of a memory card, the OS would also
add the memory to the available system memory. Autoconfig also supports boot ROMs.

Protocol

Expansion devices respond to certain fixed memory addresses starting at hexadecimal
E80000 (or FFO00000 for Zorro III) if the /CFGIN signal is asserted and the device is not
already configured. The CPU reads nibbles of configuration information (usually
supplied by a PAL) such as manufacturer ID, product ID, and the amount of address
space the device requires. The CPU then writes a base memory address to the device (or
tells it to "shut up" if for some reason it can't be configured), and the device asserts
/CFGOUT.

The /CFGIN of the first device is tied to ground. The second device's /CFGIN is
controlled by the first device's /CFGOUT, and so on.

In a backplane design such as the Amiga 2000, connecting the /CFGOUT of one slot
directly to the /CFGIN of the next would create the problem that an unoccupied slot
would break the configuration chain. To solve this, the backplane ORs the /CFGIN and
/CFGOUT signals to form the /CFGIN for the next slot (/CFGOUT is pulled low if
undriven), which allows empty slots to be bypassed. This requires one 74LS32 (quad OR
gate) on the Amiga 2000, which is the only motherboard hardware required by
Autoconfig.
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Hardware specifications and BUS connections

Autoconfig was initially how the Amiga 2000 (which first sported Zorro II) configured
its Zorroll cards. In the A3000 architecture, it was deemed desirable for all enumerable
hardware to submit to Autoconfig. It was OS-legal for non-Autoconfig hardware to be
completely ignored and this standard was adopted in AmigaOS 3.1.

Autoconfig was inherent to the Zorro II specification and as such required the MC68k
data and address bus to be present on each card. A virtual address system, such as PCI,
would require a minor revision to Autoconfig as it stood.

Amiga 2000 could address 5 Zorro expansion cards such as RAM expansions, SCSI
controllers for hard disks, graphic cards, etc. but the actual standard provided for an
unlimited number of different cards. Two of these cards are front end with ISA bus of
Amiga 2000, and could be joined with Bridgeboard Amiga Janus Hardware Emulator,
which allows Amiga to run PC Intel based software 80286 and 80386 supported by the
two Amiga cards.

Zorro III was the 32 bit autoconfiguring slot system of Amiga 3000 and Amiga 4000.

Comparison with PCI configuration

Compared with PCI configuration, Autoconfig is much simpler, yet provides the same
basic functions. PCI allows random access to the configuration space of devices, which
requires system registers and I/O lines. Autoconfig requires no such system hardware, but
has the restriction that devices can only be configured in sequence, and they remain
configured until reset. Autoconfig does support hot-plugging but only for one device (the
last one). Most manufacturers which required hot-plugging instead did not use
Autoconfig for whatever was being added and removed (e.g. a PCMCIA card) but instead
assigned whatever resource was necessary permanently to the port or controller and
handled the addition or removal much like inserting a floppy disk.

An Amiga's Autoconfig is performed by the OS at boot-time and may not be changed
without rebooting. In theory, PCI can change its resource allocation at any time, though
both the popular Linux and Windows operating systems do not allow such changes due to
architectural limitations in the respective operating systems. Direct PCI hardware (e.g. A
PCI card), however, may not be hot-plugged (PCI configuration registers are a separate
part of the specification) due to the synchronous arbited nature of the bus. So, PCI can
reallocate resources on the fly, which it does when the OS loads and may override BIOS
resource allocation, but cannot change the hardware while the system is running.
Autoconfig can change the hardware while the system is running but only for the last
hardware in the config sequence, or to add a new piece of hardware. Neither Autoconfig
nor PCI PnP actually allow this in any considerable operating system.
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Notation

In late official Commodore documents (Zorro III specs) it was spelled in all capitals:
AUTOCONFIG. Earlier notations include Auto Configuration (A500/A2000/B2000
service manual) auto-config (same) and AutoConfig (A2000 user manual).

Autoconf

developer

onfigure.ac Makefile.am

@ autoheader

aclocal.ma Makefile.in

Makefile -
application

Flow diagram of autoconf and automake. Note that "configure.ac" was named
"configure.in" in early versions of autoconf.

GNU Autoconf is a tool for producing configure scripts for building, installing and
packaging software on computer systems where a Bourne shell is available.

Autoconf is agnostic about the programming languages used, but it is often used for
projects using C, C++, Fortran, Fortran 77, Erlang and Objective-C.

A configure script configures a software package for installation on a particular target

system. After running a series of tests on the target system the configure script generates
header files and a makefile from templates, thus customizing the software package for the
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target system. Together with Automake and Libtool, Autoconf forms the GNU build
system. It comprises several other tools, notably Autoheader.

Usage overview

The developer specifies the desired behaviour of the configure script by writing a list of
instructions in the GNU m4 language in a file called "configure.ac". A library of pre-
defined m4 macros is available to describe common configure script instructions.
Autoconf transforms the instructions in "configure.ac" into a portable configure script.
The building system is not supposed to have autoconf installed: autoconf is needed only
to build the configure script, that is usually shipped with the software.

configure.ac format
The GNU Autoconf manual suggests the following format for the configure.ac file:

Autoconf requirements
The AC_PREREQ(version) macro can be used to ensure that a recent enough
version of the autoconf program is available to process the configure.ac file

AC_INIT(package, version, bug-report-address)
This macro is required in every configure.ac file. It specifies the name and version
of the software package for which to generate a configure script and the email
address of the developer.

information on the package

checks for programs

checks for libraries

checks for header files

checks for types

checks for structures

checks for compiler characteristics

checks for library functions

checks for system services

AC_CONFIG_FILES([file...])

AC OUTPUT

History
Autoconf was begun in the summer of 1991 by David Mackenzie to support his work at
the Free Software Foundation. In the subsequent years it grew to include enhancements

from a variety of authors and became the most widely used build configuration system
for writing portable free or open-source software.
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Approach

Autoconf is similar to the Metaconfig package used by Perl. The imake system formerly
used by the X Window System (up to X11R6.9) is closely related, but has a different
philosophy.

The Autoconf approach to portability is to test for features, not for versions. For example,
the native C compiler on SunOS 4 did not support ISO C. However, it is possible for the
user or administrator to have installed an ISO C-compliant compiler. A pure version-
based approach would not detect the presence of the ISO C compiler, but a feature-testing
approach would be able to discover the ISO C compiler the user had installed. The
rationale of this approach is to gain the following advantages:

o the configure script can get reasonable results on newer or unknown systems

o it allows administrators to customize their machines and have the configure script
take advantage of the customizations

o there is no need to keep track of minute details of versions, patch numbers, etc., to
figure out whether a particular feature is supported or not

Criticism

Autoconf is an old and mature product that, when properly used, provides a very simple
interface even in complex cross-compiling scenarios. However there is some criticism
that states that Autoconf uses dated technologies, has a lot of legacy restrictions, and
complicates simple scenarios unnecessarily for the author of configure.ac scripts. In
particular, often cited weak points of Autoconf are:

e General complexity of used architecture, most projects use multiple repetitions.

e Generated 'configure' is written in Unix shell and thus Makefile generation is
slow. Some projects, such as KDE, tried to work around this issue by introducing
distinct Makefile generators written in other languages.

e Some people think that 'configure' scripts generated by autoconf provides only
manual-driven command-line interface without any standardization. While it is
true that some developers do not respect common conventions, such conventions
still exist and are widely used.

e M4 is unusual and unknown to many developers. Developers will need to learn it
to extend autoconf with non-standard checks.

e Weak backward and forward compatibility requires a wrapper script.

e Autoconf-generated scripts are usually large and rather complex. Although they
produce extensive logging, debugging them can still be difficult.

Due to these limitations, some projects that used GNU Build System started to switch to
other build systems:

o KDE project switched to CMake, starting with KDE 4.
e Scribus switched to CMake.

WORLD TECHNOLOGIES




¢ Blender switched to SCons on 2004-02-15.
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Chapter 2

Apple Sleep Proxy Service (Bonjour Sleep
Proxy) and Control Panel (Windows)

Apple Sleep Proxy Service (Bonjour Sleep
Proxy)

The Sleep Proxy Service is an open source component of zero configuration networking,
designed to assist in reducing power consumption of networked electronic devices. A
device acting as a sleep proxy server will respond to Multicast DNS queries for another,
compatible device which has gone into low power mode. The low-power-mode device
remains asleep while the Sleep Proxy Server responds to any Multicast DNS queries.

When the Sleep Proxy Server sees a query which requires the low-power-mode device to
wake up, the Sleep Proxy Server sends a special wake-up-packet ("magic packet") to the
low-power-mode device. Finally, communication parameters are updated via Multicast
DNS and normal communications proceed.

Apple Inc. describes the service as Bonjour Sleep Proxy in their support documents. The

service supports the Wake on Demand feature, first offered in Mac OS X Snow
Leopard.

Details
Address resolution protocol

The sleep proxy service responds to address resolution protocol requests on behalf of the
low-power-mode device:

"When a Sleep Proxy sees an IPv4 ARP or IPv6 ND Request for one of the sleeping

device's addresses, it answers on behalf of the sleeping device, without waking it up,
giving its own MAC address as the current (temporary) owner of that address."
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This may appear confusing to network administrators who are not expecting the
behaviour of changing MAC addresses.

Wireless magic packet

In case the low-power-mode device is communicating via Wi-Fi, the wake-up-packet is
sent via Wireless Multimedia Extensions (WMM). This was not possible in previous
implementations of Wake on LAN. The wireless hardware must be updated enough to
include WMM support. Apple provides instructions for checking compatibility with this
feature for Macintosh computers.

Supported services and examples

The sleep proxy service is able to advertise any Bonjour-supported services, while the
host computer sleeps. Some examples of supported services are:

o File sharing: a host supporting the sleep proxy service, which offers file services,
may go to sleep as needed. When someone needs to access shared files, the host
will wake up automatically.

e iTunes library sharing: the computer hosting the iTunes library may go to sleep,
and will automatically wake when someone wishes to browse the iTunes library
from a different PC.

e Printer sharing: a printer may be connected and shared from a computer
supporting sleep proxy service. The computer can go to sleep when not in use, but
will wake when needed to service a print job being sent from a different
computer.

e SSH: a computer offering SSH access may go to sleep, and awaken via the sleep
proxy service when an SSH login is initiated. On Darwin or Macintosh
computers, the host can be put back to sleep using the command line instruction:
pmset sleepnow.

o Desktop sharing: similar to above examples.

Implementations
Implementations on a local area network can be seen with Bonjour Browser.

e Apple AirPort Express with firmware version 7.4.1 or 7.4.2

e Apple AirPort Extreme with firmware version 7.4.1 or 7.4.2

e Legacy AppleTVs (confirmed for version 3.0.2)

e Apple Time Capsule

o Computers running Mac OS X Snow Leopard act as a Bonjour sleep proxy server
when Internet sharing is enabled.
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Control Panel (Windows)

[ [E=NEEET)
" - o - o
ALY @P Control Panel » v|¢’|| Search Control Pane o
Adjust your computer’s settings Viewby: Category =
System and Security User Accounts and Family Safety
b 3 Review your computer's status B Add or remove user accounts
BN | -
a Back up your computer -—) Hy Set up parental controls for any user

Find and fix problems

Appearance and Personalization

: Network and Internet l‘& Change the theme
e' View network status and tasks Change desktop background

= Choose homegroup and sharing options Adjust screen resclution
/ Hardware and Sound ‘W Clock, Language, and Region
ﬁ' View devices and printers 1 Change keyboards or other input methods
Add a device Change display language
E—# Programs 0\ Ease of Access
g4 ‘ Uninstall a program | ’/ Let Windows suggest settings
“ = Optimize visual display

Control Panel under Windows 7

The Control Panel is a part of the Microsoft Windows graphical user interface which
allows users to view and manipulate basic system settings and controls via applets, such
as adding hardware, adding and reoving software, controlling user accounts, and
changing accessibility options. Additional applets can be provided by third party
software.

The Control Panel has been an inherent part of the Microsoft Windows operating system
since its first release (Windows 2.0), with many of the current applets being added in
later versions. Beginning with Windows 95, the Control Panel is implemented as a
special folder, i.e. the folder does not physically exist, but only contains shortcuts to
various applets such as Add or Remove Programs and Internet Options. Physically, these
applets are stored as .cp! files. For example, the Add or Remove Programs applet is stored
under the name appwiz.cpl in the SYSTEM32 folder.

In recent versions of Windows, the Control Panel has two views, Classic View and

Category View, and it is possible to switch between these through an option that appears
on the left side of the window.
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Many of the individual Control Panel applets can be accessed in other ways. For instance,
Display Properties can be accessed by right-clicking on an empty area of the desktop and
choosing Properties.

The classic view consists of shortcuts to the various control panel applets, usually without
any description (other than the name). The categories are seen if the user use "Details"
view.

The category view consists of categories, which when clicked on display the control

panel applets related to the category. In Windows Vista, the category displays links to the
most commonly used applets below the name of the category.
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Chapter 3

Environment Variable

Environment variables are a set of dynamic named values that can affect the way
running processes will behave on a computer. They can be said in some sense to create
the operating environment in which a process runs. For example, an environment variable
with a standard name can store the location that a particular computer system uses to
store temporary files—this may vary from one computer system to another. A process
which invokes the environment variable by (standard) name can be sure that it is storing
temporary information in a directory that exists and is expected to have sufficient space.

Synopsis

In all Unix and Unix-like systems, each process has its own private set of environment
variables. By default, when a process is created it inherits a duplicate environment of its
parent process, except for explicit changes made by the parent when it creates the child.
At API level, these changes must be done between fork and exec. Alternatively, from
shells such as bash, you can change environment variables for a particular command
invocation by indirectly invoking it via env or using the ENVIRONMENT VARIABLE=VALUE
<command> notation. All Unix operating system flavors, MS-DOS, and Microsoft
Windows have environment variables; however, they do not all use the same variable
names. Running programs can access the values of environment variables for
configuration purposes. Examples of environment variables include:

e PATH - lists directories the shell searches, for the commands the user may type
without having to provide the full path.

e HOME (Unix-like) and userprofile (Microsoft Windows) - indicate where a user's
home directory is located in the file system.

o TERM (Unix-like) - specifies the type of computer terminal or terminal emulator
being used (e.g., vt100 or dumb).

e PS1 (Unix-like) - specifies how the prompt is displayed in the Bourne shell and
variants.

e MAIL (Unix-like) - used to indicate where a user's mail is to be found.

e TEMP - location where processes can store temporary files
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Shell scripts and batch files use environment variables to communicate data and
preferences to child processes. They can also be used to store temporary values for
reference later in the script, although in Unix other variables are usually used for this.

In Unix, an environment variable that is changed in a script or compiled program will
only affect that process and possibly child processes. The parent process and any
unrelated processes will not be affected. In MS-DOS changing or removing a variable's
value inside a BATCH file will change the variable for the duration of command.com's
existence.

In Unix, the environment variables are normally initialized during system startup by the
system init scripts, and hence inherited by all other processes in the system. Users can,
and often do, augment them in the profile script for the shell they are using. In Microsoft
Windows, environment variables defaults are stored in the windows registry or set in
autoexec.bat.

Getting and setting environment variables

The variables can be used both in scripts and on the command line. They are usually
referenced by putting special symbols in front of or around the variable name. For
instance, to display the program search path, in most scripting environments, the user has
to type:

echo $PATH

On DOS or Windows system, the user has to type this:
echo $PATH%

Unix

The commands env, set, and printenv display all environment variables and their
values. env and set are also used to set environment variables and are often incorporated
directly into the shell. printenv can also be used to print a single variable by giving that
variable name as the sole argument to the command.

In Unix, the following commands can also be used, but are often dependent on a certain
shell.

export VARIABLE=value # for Bourne, bash, and related shells
setenv VARIABLE value # for csh and related shells

Working principles of environment variables

A few simple principles govern how environment variables BY INSTALLING, achieve
their effect.
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Local to process

Environment variables are local to the process in which they were set. That means if we
open two terminal windows (Two different processes running shell) and change value of
environment variable in one window, that change will not be seen by other window.

Inheritance

When Parent process creates a child process, the child process inherits all the
environment variable and their values which parent process had.

Case sensitive

The names of environment variables are case sensitive.

Persistence

Environment variables persistence can be session-wide or system-wide.
DOS and Windows

In DOS and Windows, the set command without any arguments displays all
environment variables along with their values.

To set a variable to a particular value, use:

set VARIABLE=value

However, this is temporary. Permanent change to the environment variable can be
achieved through editing the registry (not recommended for novices) and using the
Windows Resource Kit application setx.exe. With the introduction of Windows Vista,
the setx command became part of Windows.

Users of the Windows GUI can manipulate variables via <Control
Panel:System:Advanced:Environment Variables>; through the Windows Registry this is
done changing the values under HKCU\Environment (for user specific variables) and
HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment (for System
variables).

To see the current value of a particular variable, use:

set VARIABLE

Note: Please take note that doing so will print out all variables beginning with
'VARIABLE'. Another example is:

WORLD TECHNOLOGIES




C:\> set p

Path=c:\.. ..
PATHEXT=.COM; .EXE; .BAT;
PROCESSOR ARCHITECTURE=. .
PROCESSOR IDENTIFIER=x8..
PROCESSOR LEVEL=6. .
PROCESSOR_REVISION=1706..
ProgramFiles=C:\Program. .
PROMPT=S$PS$G

or

echo SVARIABLES%

To delete a variable, the following command is used:

set VARIABLE=
Unexported variables

In Unix shells, variables may be assigned without the export keyword. Variables defined
in this way are displayed by the set command, but are not true environment variables, as
they are stored only by the shell and not recognized by the kernel. The printenv
command will not display them, and child processes do not inherit them.

VARIABLE=value

However, if used in front of a program to run, the variables will be exported to the
environment and thus appear as real environment variables to the program:

VARIABLE=value program name [arguments]

The tool that gives closest parallel in Windows is the SETLOCAL/ENDLOCAL
commands that prevent variables from being set globally.

Security

On Unix, a setuid program is given an environment chosen by its caller, but it runs with
different authority from its caller. The dynamic linker will usually load code from
locations specified by the environment variables LD _LIBRARY PATH and

LD PRELOAD and run it with the process's authority. If a setuid program did this, it
would be insecure, because its caller could get it to run arbitrary code and hence misuse
its authority. For this reason, libc unsets these environment variables at startup in a setuid
process. setuid programs usually unset unknown environment variables and check others
or set them to reasonable values.
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Common environment variables

Examples of Unix environment variables
$PATH

Contains a colon-separated list of directories that the shell searches for commands that do
not contain a slash in their name (commands with slashes are interpreted as file names to
execute, and the shell attempts to execute the files directly).

$HOME

Contains the location of the user's home directory. Although the current user's home
directory can also be found out through the C functions getpwuid and getuid, $HOME is
often used for convenience in various shell scripts (and other contexts). Using the
environment variable also gives the user the possibility to point to another directory.

$PWD

This variable points to the current directory. Equivalent to the output of the command
pwd when called without arguments.

$DISPLAY
Contains the identifier for the display that X11 programs should use by default.
$LD LIBRARY PATH

On many Unix systems with a dynamic linker, contains a colon-separated list of
directories that the dynamic linker should search for shared objects when building a
process image after exec, before searching in any other directories.

SLANG, SLC_ALL, SLC ...

LANG is used to set to the default locale. For example, if the locale values are pt BR,
then the language is set to (Brazilian) Portuguese and Brazilian practice is used where
relevant. Different aspects of localization are controlled by individual LC_-variables
(LC CTYPE, LC COLLATE, LC DATE etc.). LC_ALL can be used to force the same
locale for all aspects.

$TZ

Refers to Time zone. It can be in several formats, either specifying the timezone itself or
referencing a file (in /usr/share/zoneinfo).

Examples of DOS environment variables
%COMSPEC%
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This variable contains the full path to the command processor, command.com.
%PATH%

This variable contains a semicolon-delimited list of directories in which the command
interpreter will search for executable files. Equivalent to the Unix $PATH variable
(although note that PATH on Windows additionally performs the same task as

LD LIBRARY PATH on Unix-like systems). Note that %PATH% can also be set like
this PATH=c:\dos; where SET isn't required.

%TEMP% and %TMP%

These variables contain the path to the directory where temporary files should be stored.
Examples from Microsoft Windows

Discrete value variables

These variables generally expand to discrete values, such as the current working
directory, the current date, or a random number. Some of these are true environment
variables and will be expanded by all functions that handle environment variables.
Others, like %CD% simply look like environment variables and will only be expanded by
some functions and shells. They are not case sensitive.

%CD%

This variable points to the current directory. Equivalent to the output of the command cd
when called without arguments.

%DATE%

This variable expands to the current date. The date is displayed according to the current
user's date format preferences.

The following is a way of reformatting the date and time for use in file copies. The
example assumes UK format of day month year and the time is set for a 24 hour clock.

@echo off

echo %DATES $STIMES

set MTH=%DATE:~4,2%

set DAY=$DATE:~7,2%

set YR=%DATE:~10,4%

set HR=%TIME:~0,2%

set HRO=$TIME:~0,1%

if "SHRO%"==" " set HR=0%TIME:~1,1%
set MIN=%TIME:~3,2%

set SEC=%TIME:~6,2%

set MYDATE=%YRSSMTH%S$DAYS$-SHR%SMINS

o\°

SEC

o\
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echo %MYDATES
%ERRORLEVEL%

This variable points to the current error level. If there was an error in the previous
command, this is what you need to check against to find out about that.

%RANDOM%
This variable returns a random number between 0 and 32767
%TIME%

This variable points to the current time. The time is displayed according to the current
user's time format preferences.

System path variables

These variables refer to locations of critical operating system resources, and as such
generally are not user-dependent.

%AppData%

Contains the full path to the Application Data folder of the logged-in user. Does not work
on Windows NT 4.0 SP6 UK.

%ComSpec%

This variable contains the full path to the command processor; on Windows NT based
operating systems this is cmd . exe, while on Windows 9x and ME it is the DOS command
processor, COMMAND . COM.

%LOCALAPPDATA%

This variable is the temporary files of Applications. Its uses include storing of Desktop
Themes, Windows Error Reporting, Caching and profiles of web browsers.

%PATH%

This variable contains a semicolon-delimited (do not put spaces in between) list of
directories in which the command interpreter will search for an executable file that
matches the given command. Equivalent to the Unix $paTH variable.

%ProgramFiles%

This variable points to Program Files directory, which stores all the installed program of
Windows and others. The default on English-language systems is C: \Program Files. In
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64-bit editions of Windows (XP, 2003, Vista), there are also %o ProgramFiles(x86)%
which defaults to c:\Program Files (x86) and %ProgramWweé432% which defaults
to C:\Program Files. The %ProgramFiles% itself depends on whether the process
requesting the environment variable is itself 32-bit or 64-bit (this is caused by Windows-
on-Windows 64-bit redirection).

%CommonProgramFiles%

This variable points to Common Files directory. The default is c: \Program
Files\Common Files.

%SystemDrive%

The %SystemDrive% variable is a special system-wide environment variable found on
Microsoft Windows NT and its derivatives. Its value is the drive upon which the system
folder was placed.

The value of %SystemDrive% is in most cases C:.
%SystemRoot%

The %SystemRoot% variable is a special system-wide environment variable found on
Microsoft Windows NT and its derivatives. Its value is the location of the system folder,
including the drive and path.

The drive is the same as %SystemDrive% and the default path on a clean installation
depends upon the version of the operating system. By default, on a clean installation:

e  Windows NT 5.1 (Windows XP) and newer versions use \WINDOWS

e Windows NT 5.0 (Windows 2000), Windows NT 4.0 and Windows NT 3.1 use
\WINNT

e  Windows NT 3.5x uses \WINNT35
%WinDir%
This variable points to the Windows directory (on Windows NT-based operating systems

it is identical to the %SystemRoot% variable, above). If the System is on drive C: then
the default values are:

e c:\wInpows on Windows 95, Windows 98, Windows Me, Windows XP,
Windows Server 2003, Windows Vista, Windows Server 2008 and Windows 7
e C:\WINNT for Windows NT 4, and Windows 2000

Note that Windows NT 4 Terminal Server Edition by default installs to c: \wTsRv.
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User management variables

These variables store information related to resources and settings owned by various user
profiles within the system. As a general rule, these variables do not refer to critical
system resources or locations that are necessary for the OS to run.

%AllUsersProfile% (Y%PROGRAMDATA% for Windows Vista, Windows 7)

The %AllUsersProfile%(%PROGRAMDATA%) variable expands to the full path to the
All Users profile directory. This profile contains resources and settings that are used by
all system accounts. Shortcut links copied to the All Users' Start menu or Desktop folders
will appear in every user's Start menu or Desktop, respectively.

%UserDomain%

The variable holds the name of the Workgroup or Windows Domain to which the current
user belongs. The related variable, % LOGONSERVER%, holds the hostname of the
server that authenticated the current user's logon credentials (name and password). For
Home PCs, and PCs in a Workgroup, the authenticating server is usually the PC itself.
For PCs in a Windows Domain, the authenticating server is a domain controller (a
primary domain controller, or PDC, in Windows NT 4-based domains).

% UserProfile%

The %UserProfile% variable is a special system-wide environment variable found on
Microsoft Windows NT and its derivatives. Its value is the location of the current user's
profile directory, in which is found that user's HKCU registry hive (NTUSER).

Users can also use the % USERNAME% variable to determine the active users login
identification.

Windows GUI forced variable expansion

In certain cases it is not possible to create file paths containing environment variables
using the Windows GUI, and it is necessary to fight with the user interface to make
things work as intended.

e In Windows 7, a shortcut may not contain the variable %USERNAME% in
unexpanded form. Trying to create shortcut to
\\server\share\accounts\%USERNAME% or C:\users\%USERNAME% will be
silently changed to replace %9 USERNAMEY% with the account name of the
currently logged-in user, when the OK button is pressed on the shortcut
properties.

o This can only be overridden if the %USERNAME?Y% variable is part of a
parameter to some other program in the shortcut. For example,
%SYSTEMROOT%\Explorer.exe C:\Users\%USERNAME% is not
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expanded when OK is clicked, but this shortcut is treated as unsafe and
displays a warning when opened.

e In Group Policy Management on Server 2008 R2, a profile folder can not be
redirected a custom folder hierarchy. For example, the desktop can not be
redirected to \\server\sharelaccounts\% USERNAME%\custom\path\desktop. Upon
pressing OK, this is silently changed to "Create a folder for each user in the root
path" with the path \\server\share\accounts\ pointing to "\username\desktop".

o This behavior can only be overridden if the path contains a variable or
drive letter that is not currently resolvable at the time of editing the GPO.
For example if a mapping for drive O: does not exist on the server, then
the path O:\folder\%username%\CustomTarget is not expanded when OK
is clicked.

e A domain user account may not contain a profile path or home folder path
containing an unexpanded %USERNAMEY% variable. Upon clicking OK, this is
silently replaced with the user's account name.

o This causes problems for new user creation that is performed by copying
an existing user account, if there are additional folders listed after the
username in the path. For a pre-existing account with a profile path of
\server\share\accounts\DomainUser\profile the Microsoft Management
Console doesn't know which part of the path contains the previous user's
name and doesn't change the path during the copy, resulting in the new
account pointing to the other account's profile/home paths. The
profile/home paths must be manually re-edited to point to the correct
location.

Default Values on Microsoft Windows

Variable Windows XP Windows Vista/7

%ALLUSERSPRO C:\Documents and Settings\All . .

FILE% Users C:\Users\Public\Desktop
C:\Documents and )

%APPDATAY% Settings\{username }\Application ¢ '\U\S ers\ {qsemame}\App
Data Data\Roaming

/HCOMPUTERNA {computername} {computername}

ME% Py pu

%COMMONPROG . . C:\Program

RAMFILESY C:\Program Files\Common Files Files\Common Files

%COMMONPROG C:\Program Files (x86)\Common  C:\Program Files

RAMFILES(x86)% Files (x86)\Common Files

%COMSPEC% C:\Windows\System32\cmd.exe r(flgvgf)z:dows\System?ﬁZ\c

%HOMEDRIVEY% C: C:

%HOMEPATH% \Documents and \Users\{username}

Settings\{username}
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%LOCALAPPDAT
A%

%LOGONSERVER
%

%PATH%

%PATHEXT%

%PROGRAMFILE
S%

%PROGRAMFILE
S(X86)%

%PROMPT%

%SystemDrive%

%SystemRo0t%

%TEMP%
and %TMP%

%USERDOMAIN
%

%USERNAME%

%USERPROFILE
%
%WINDIR%

%PUBLIC%
%PROGRAMDAT
A%

%PSModulePath%

\\{domain logon_server}

C:\Windows\system32;C:\Windows
;C:\Windows\System32\Wbem; {plu

s program paths}

.COM;.EXE;.BAT;.CMD;.VBS;.V
BE;.JS;. WSF;. WSH

%SystemDrive%\Program Files

%SystemDrive%\Program Files
(x86) (only in 64-bit version)

Code for current command prompt
format. Code is usually $P$G

C:
The Windows directory, usually
C:\Windows, formerly CA\WINNT

%SystemDrive%\Documents and
Settings\{username}\Local
Settings\Temp

{userdomain}

{username}

%SystemDrive%\Documents and
Settings\{username}

C:\Windows

C:\Users\{username }\App
Data\Local

\\{domain logon_server}

C:\Windows\system32;C:\
Windows;C:\Windows\Sy
stem32\Wbem; {plus
program paths}
.com;.exe;.bat;.cmd;.vbs;.
vbe;.js;.jse;.wsf;.wsh;.msc
%SystemDrive%\Progra
m Files
%SystemDrive%\Progra
m Files (x86) (only in 64-
bit version)
Code for current
command prompt format.
Code is usually $P$G
C:
%SystemDrive%\Windo
ws

%SystemDrive%\Users\{
username } \AppData\Loca
NTemp

{userdomain}

{username}
%SystemDrive%\Users\{

username}

C:\Windows
%SystemDrive%\Users\P

ublic
%SystemDrive%\Progra

mData

%SystemRoot%\system3
2\WindowsPowerShell\v1
.0\Modules\
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Chapter 4

Link-Local Address and System
Preferences

Link-local address

A link-local address is an IP address that is intended only for communications within the
local subnetwork. Routers do not forward packets with link-local addresses.

Link-local addresses are assigned using stateless address autoconfiguration procedures
for Internet Protocol Version 4 (IPv4) and IPv6. On IPv4, link-local address may be used
when no external, stateful mechanism of address configuration, such as the Dynamic
Host Configuration Protocol (DHCP), exists or another primary configuration method has
failed. On IPv6, link-local addresses are required for the internal functioning of various
protocol components.

Link-local addresses for IPv4 are defined in the address block 169.254.0.0/16. In IPv6,
they are allocated with the fe80: : /10 prefix.

IPv4

The Internet Engineering Task Force has reserved the address block 169.254.1.0
through 169.254.254.255 for link-local addressing in Internet Protocol Version 4. They
are assigned to interfaces by host-internal, i.e. stateless, address autoconfiguration when
other means of address assignment are not available.

Because it is undesirable to have multiple addresses assigned to an interface, before
automatically assigning an IP address, hosts generally search for a DHCP server on the
network.

In the automatic address configuration process, network hosts select a random candidate

address within the reserved range and use Address Resolution Protocol (ARP) probes to
ascertain that the address is not in use by another host. Otherwise, a new address is
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selected. When a globally routable or a private address become available after a link-local
address has been assigned, the use of the new address must be preferred to the link-local
address for new connections.

Microsoft refers to this address autoconfiguration method as Automatic Private IP
Addressing (APIPA). It is sometimes also casually referred to as auto-IP.

IPv6

Internet Protocol Version 6 (IPv6) requires operating systems to assign link-local
addresses to network interfaces even when routable addresses are also assigned. A link-
local unicast address has the prefix feg0::/10 in standard IPv6 CIDR notation.

IPv6 hosts usually have more than one IPv6 address assigned to each of their network
interfaces. The link-local address is required for IPv6 sublayer operations within the
Neighbor Discovery Protocol. Link-local addresses may be assigned by automatic
(stateless) or stateful (DHCPv6) mechanisms.

In IPv6 stateless address autoconfiguration is performed as a component of the Neighbor
Discovery Protocol (NDP), as specified in RFC 4862. The address is formed from its
routing prefix and the interface's MAC address.

Link-local IPv6 address assignment automatically implies the on-link presence for this
routing prefix, unlike for the addresses of other scopes.

IPv6 introduced additional means of assigning addresses to host interfaces. Through NDP
routing prefix advertisements a router or a dedicated server host may announce
configuration information to all link-attached interfaces which causes additional IP
address assignment on the receiving interfaces for local or global routing purposes. This
process is sometimes also considered stateless, as the prefix server does not receive or log
any individual assignments to hosts. Uniqueness is guaranteed automatically by the
MAC-address based methodology and duplicate address detection algorithms.

System Preferences

System Preferences is an application included with the Mac OS X operating system that
allows users to modify various system settings which are divided into separate preference
panes. The System Preferences application was introduced in the first version of Mac OS
X to replace the control panel that was included in previous versions of the Mac
operating system.

WORLD TECHNOLOGIES




Overview
History

Before the release of Mac OS X in 2001, users modified system settings using control
panels. Control panels, unlike the preference panes found in System Preferences, were
separate applications that were accessed through the Apple menu. Mac OS 9, the last
release of the Mac OS before Mac OS X, included 32 control panels.

Organization

When Mac OS X was released, preference panes replaced control panels. Preference
panes are not applications but subsections of the System Preferences application. By
default, System Preferences organizes preference panes into several categories. In the
latest version of System Preferences, included with Mac OS X v10.6, these categories are
"Personal", "Hardware", "Internet & Wireless", and "System". A fifth category, "Other",
appears when third-party preference panes are installed. Users can also choose to sort
preference panes alphabetically. Originally, System Preferences included a customizable
toolbar into which frequently-used preference pane icons could be dragged. This was
removed in Mac OS X v10.4 and replaced with a static toolbar that featured back and
forward navigation buttons and a search field.

Apple has added new preference panes when major features are added to the operating
system and occasionally merges multiple panes into one. When Exposé was introduced
with Mac OS X v10.3, a corresponding preference pane was added to System
Preferences. This was replaced by a single "Dashboard & Exposé" pane in Mac OS X
v10.4, which introduced Dashboard. When the .Mac service was replaced by MobileMe,
the corresponding preference pane was also renamed.

Included preference panes

Mac OS X v10.5 "Leopard" includes the following preference panes:

Option Description
control user creation/deletion, administrator privileges and

Accounts .
user limitations.
changes the general color scheme of the OS (Aqua or
Appearance Graphite), as well as placement of scroll arrows and font
smoothing.
Bluetooth pair Bluetooth devices and edit Bluetooth settings.
COsVDs 5l et el st upn er o CDDVDs 2
Date & Time used to set the date and time of the computer, as well as how

the clock appears on the menu bar.
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Desktop &
Screensaver

Displays
Dock

Energy Saver

Exposé and
Spaces

Ink

International

Keyboard &
Mouse

MobileMe

Network

Parental
Controls

Print & Fax
QuickTime

Security

Sharing

Software
Update

Sound
Speech
Startup Disk
Time Machine

Trackpad

Universal
Access

used to set the desktop picture as well as the screensaver, and
their settings.

used to set screen resolution and color settings.

adjust the dock size as well as magnification and position on
screen.

optimize energy settings as well as set sleep times and
processor usage.

set Active Screen Corners and keyboard and mouse settings to
activate Exposé, and set application settings for Spaces.

set handwriting recognition settings (only appears when a
graphics tablet is connected).

set the default OS language as well as numerical,
measurement, currency, date, and time formats.

set keyboard settings, as well as change keyboard shortcuts,
and mouse settings.

used to set preferences for the user's MobileMe account and
iDisk.
set Ethernet, AirPort, Modem and VPN Settings.

manage parental controls for accounts, and view account usage
data.

set the default printer as well as fax settings.

set network speeds, plug-in settings, update plug-ins, and
register Quicktime Pro.

set "FileVault" and account security settings, and setup the
firewall.

set the computer name, and sharing and remote management
services.

set default times to check for updates, and view updates
already installed.

set alert sound, volume and input/output options.

set the computer's default voice, set up speech recognition, and
other speech settings.

set the default disk, for the computer to boot into.
set the Time Machine drive and backup options.

(only appears on Apple notebooks) adjust tracking, clicking,
and scrolling speed. Also allows users to adjust multi-touch
gestures on newer MacBooks

make the system more accessible for those with sight, hearing
and other impairments.

WORLD TECHNOLOGIES




Chapter 5

Udev and Zero Configuration Networking

udev

udev is the device manager for the Linux kernel. Primarily, it manages device nodes in
/dev. It is the successor of devfs and hotplug, which means that it handles the /dev

directory and all user space actions when adding/removing devices, including firmware
load.

History
udev was new in Linux 2.5.

The Linux kernel version 2.6.13 introduced or updated a new version of the uevent
interface. A system using a new version of udev will not boot with kernels older than
2.6.13 unless udev is disabled and a traditional /dev directory is used for device access.

Overview

Unlike traditional Unix systems, where the device nodes in the /dev directory have been
a static set of files, the Linux udev device manager dynamically provides only the nodes
for the devices actually present on a system. Although devfs used to provide similar
functionality, advocates of udev cited a number of reasons for preferring its
implementation over devfs:

e udev supports persistent device naming, which does not depend on, for example,
the order in which the devices are plugged into the system. The default udev setup
provides persistent names for storage devices. Any hard disk is recognized by its
unique filesystem id, the name of the disk and the physical location on the
hardware it is connected to.

o udev executes entirely in user space, as opposed to devfs' kernel space. One
consequence is that udev moved the naming policy out of the kernel and can run
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arbitrary programs to compose a name for the device from the device's properties,
before the node is created.

Operation

udev is a generic kernel device manager. It runs as a daemon on a Linux system and
listens to uevents the kernel sends out (via netlink socket) if a new device is initialized or
a device is removed from the system. The system provides a set of rules that match
against exported values of the event and properties of the discovered device. A matching
rule will possibly name and create a device node and run configured programs to set-up
and configure the device.

udev rules can match on properties like the kernel subsystem, the kernel device name, the
physical location of the device, or properties like the device's serial number. Rules can
also request information from external programs to name a device or specify a custom
name that will always be the same, regardless of the order devices are discovered by the
system.

A common way to use udev on Linux systems is to let it send events through a socket to
HAL or DeviceKit, which will perform further device-specific actions. For example,
HAL/DeviceKit will notify other software running on the system that the new hardware
has arrived by issuing a broadcast message on the D-Bus IPC system to all interested
processes. In this way, desktops such as GNOME or KDE can open a file browser to
newly attached USB flash drives and SD cards.

Architecture
The system is divided into three parts:
e The library libudev, that allows access to device information.
e The daemon udevd, in user space, that manages the virtual /dev.

e The administrative command udevadm for diagnostics.

The system gets calls from the kernel via netlink socket. Earlier versions used hotplug,
adding a link to themselves in /etc/hotplug.d/default with this purpose.

Authors

udev was developed by Greg Kroah-Hartman and Kay Sievers, with much help from Dan
Stekloff, among others.
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Zero configuration networking

Zero configuration networking (zeroconf), is a set of techniques that automatically
creates a usable Internet Protocol (IP) network without manual operator intervention or
special configuration servers.

Zero configuration networking allows inexpert users to connect computers, networked
printers, and other network devices and expect a functioning network to be established
automatically. Without zeroconf, a user must either set up special services, like Dynamic
Host Configuration Protocol (DHCP) and Domain Name System services (DNS), or set
up each computer's network settings manually, which may be difficult for non-technical
Or novice users.

Zeroconf is built on three core technologies:

e Assignment of numeric network addresses for networked devices (link-local
address autoconfiguration)

e Automatic resolution and distribution of computer hostnames (multicast DNS)

e Automatic location of network services, such as printing devices through DNS
service discovery.

Address selection

Both IPv4 and IPv6 have standard methods for address autoconfiguration. For link-local
addressing IPv4 uses the special block 169.254.0.0/16 as described in RFC 3927 while
IPv6 hosts use the prefix fe80::/10.

Most IPv4 hosts use link-local addressing (IPv4LL) only as a last resort when a DHCP
server is unavailable. An IPv4 host otherwise uses its DHCP-assigned address for all
communications, global or link-local. One reason is that IPv4 hosts are not required to
support multiple addresses per interface, although many do. Another is that not every
IPv4 host implements distributed name resolution (e.g., multicast DNS), so discovering
the autoconfigured link-local address of another host on the network can be difficult.
However, discovering the DHCP-assigned address of another host also requires either
distributed name resolution or a unicast DNS server with this information, and some
networks feature DNS servers that are automatically updated with DHCP-assigned host
and address information.

Because IPv6 hosts are required to support multiple addresses per interface, nearly every
IPv6 host configures a link-local address even when global addresses are available. IPv6
hosts may additionally self-configure one or more global addresses on receipt of one or
more router advertisement messages, thus eliminating the need for a DHCP6 server.

Both IPv4 and IPv6 hosts may randomly generate the host-specific part of an
autoconfigured address. IPv6 hosts generally combine a prefix of up to 64 bits with a 64-
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bit EUI-64 derived from the factory-assigned 48-bit IEEE MAC address. The MAC
address have the advantage of being globally unique, a property inherited by the EUI-64.
The host is normally required to ensure, through broadcast queries, that the addresses it
generates are not in use by any other host on the local network.

The technique is called Link-Local address assignment in RFC 3927. However, Microsoft
refers to this as Automatic Private IP Addressing (APIPA) or Internet Protocol Automatic
Configuration (IPAC) (supported since at least Windows 98 ).

Name resolution

In 2000, Bill Manning and Bill Woodcock described the Multicast Domain Name Service
which spawned the implementations by Apple and Microsoft. Both implementations are
very similar. Apple's Multicast DNS (mDNS) is an open specification, while Microsoft's
Link-local Multicast Name Resolution (LLMNR) is little used and the specification is not
an IETF standards track publication. The latter was published as informational RFC
4795.

The two protocols have minor differences in their approach to name resolution. mDNS
allows a network device to choose a domain name in the 1ocal namespace and announce
it using a special multicast IP address. This introduces special semantics for the 1ocal
domain, which is considered a problem by some members of the IETF. The current
LLMNR draft allows a network device to choose any domain name, which is considered
a security risk by some members of the IETF. mDNS is compatible with DNS-SD as
described in the next section, while LLMNR is not.

Service discovery

Apple's protocol: Multicast DNS/DNS-SD

Multicast DNS (mDNYS) is a protocol that uses APIs similar to unicast Domain Name
System but implemented over a multicast protocol. Each computer on the LAN stores its
own list of DNS resource records (e.g., A, MX, SRV) and joins the mDNS multicast
group. When an mDNS client wants to know the IP address of a PC given its name,
mDNS client sends a request to a well-known multicast address; the PC with the
corresponding A record replies with its IP address. The mDNS multicast address is
224.0.0.251 for IPv4 and ff02::fb for IPv6 link-local addressing.

DNS based Service Discovery (DNS-SD) is the other half of Apple's solution, built on
top of the Domain Name System. It is used in Apple products, many network printers and
a number of third party products and applications on various operating systems. The
Apple solution uses DNS messages, in contrast to Microsoft's competing technology,
SSDP, which uses HTTP messages. It uses DNS SRV, TXT, and PTR records to
advertise Service Instance Names. The hosts offering services publish details of available
services: instance, service type, domain name and optional configuration parameters.
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Service types are given informally on a first-come basis. A service type registry is
maintained and published by DNS-SD.org.

Many Mac OS X networking clients, such as the Safari browser and the iChat instant
messaging software, use DNS-SD to locate nearby servers. On Windows, some instant
messaging and VolIP clients, for example Gizmo5, support DNS-SD. Some Linux
distributions also include DNS-SD functionality.

mDNS/DNS-SD was developed by Apple Computer employee Stuart Cheshire in the
company's move from AppleTalk to IP.

Microsoft's protocol: UPnP SSDP

Simple Service Discovery Protocol (SSDP) is a UPnP protocol, used in Windows XP and
several brands of network equipment. SSDP uses HTTP notification announcements that
give a service-type URI and a Unique Service Name (USN). Service types are regulated
by the Universal Plug and Play Steering Committee.

SSDP is supported in many SOHO firewall appliances, where host computers behind it
may pierce holes for applications. It is also used in media center systems, where media
exchange between host computers and the media center is facilitated using SSDP.

Efforts toward an IETF standard protocol

Service Location Protocol (SLP), the only protocol for service discovery to have reached
the IETF Proposed Standard status, is supported by Hewlett-Packard's network printers,
Novell, and Sun Microsystems, but ignored by some other large vendors. SLP is
described in RFC 2608 and RFC 3224 and implementations are available for both Solaris
and Linux.

Standardization

RFC 3927, a standard for choosing addresses for networked items, was published in
March 2005 by the Zeroconf IETF working group, which included individuals from
Apple, Sun, and Microsoft.

LLMNR was submitted for official adoption in the DNSEXT IETF working group,
however failed to gain consensus and thus has been published as informational RFC only:
RFC 4795. Following the failure of LLMNR to become an Internet standard Apple was
asked by the IETF to submit the mDNS/DNS-SD specs for publishing as informational
RFC as well, given that mDNS/DNS-SD is used much more widely than LLMNR. They
are currently published as an Internet Draft.

RFC 2608, the SLP standard for figuring out where to get services, was published by the
SVRLOC IETF working group.
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As of December 2009, the IETF is actively planning to publish the Apple Multicast DNS
specification (draft-cheshire-multicastdns-08.txt) as an RFC. That document has been
placed into Last Call by the IESG, which is the IETF's management committee. IETF
approval of the mDNS document is likely to happen by end of December 20009. It is not
yet clear whether this will be an Informational RFC or a standards-track RFC.

Security Issues

Because mDNS operates under a different trust model than unicast DNS—trusting the
entire network rather than a designated DNS server—it is vulnerable to spoofing attacks
by any system within the multicast IP range. Like SNMP and many other network
management protocols, it can also be used by attackers to quickly gain detailed
knowledge of the network and its machines.

Major implementations

Apple Bonjour

Bonjour (formerly known as Rendezvous) from Apple Inc., uses multicast DNS and DNS
Service Discovery. Apple changed its preferred zeroconf technology from SLP to mDNS
and DNS-SD between Mac OS X 10.1 and 10.2, though SLP continues to be supported
by Mac OS X.

Apple's mDNSResponder has interfaces for C and Java and is available on BSD, Mac OS

X, Linux, other POSIX based operating systems and Windows. The Windows downloads
are available from Apple's website.

Avahi

Avabhi is a Zeroconf implementation for Linux and BSDs. It implements IPv4LL, mDNS
and DNS-SD. It is part of most Linux distributions, and is installed by default on some. If
run in conjunction with nss-mdns it also offers host name resolution.

Avahi also implements binary compatibility libraries that emulate Bonjour and the
historical mDNS implementation Howl, so software made to use those implementations
can also utilize Avahi through the emulation interfaces.

Windows CE 5.0

Windows CE 5.0 includes Microsoft's own implementation of LLMNR.

Link-local IPv4 addresses

There are some implementations available:
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e Windows and Mac OS have both supported link-local addresses since 1998.
Apple released its open-source implementation in the Darwin bootp package.

e Avahi contains an implementation of IPv4LL in the avahi-autoipd tool.

e zcip (Zero-Conf IP)

e BusyBox can embed a simple IPv4LL implementation

o Stablebox, a fork from Busybox, offers a slightly modified IPv4LL
implementation named llad.

o zeroconf, a package based on Simple IPv4LL, a shorter implementation by Arthur
van Hoff.

The above implementations are all stand-alone daemons or plugins for DHCP clients that
only deal with link-local IP addresses. Another approach is to include support in new or
existing DHCP clients:

o Elvis Pfiitzenreuter has written a patch for the uDHCP client/server.
e dhcped is an opensource DHCP client for Linux and BSD that includes IPv4LL
support. It is included as standard in NetBSD.

Neither of these implementations addresses kernel issues like the broadcasting of ARP
replies or closing of existing network connections.

WORLD TECHNOLOGIES




Chapter 6
Make Compatible

Make Compatible is a program developed by Microsoft that is included with Windows
Ox operating systems. It changes per-program system settings in Windows to allow
Windows 3.1 programs that are tailored specifically to that platform to execute under
newer versions. The name of the program image file for Make Compatible is

mkcompat .exe, and it is stored in the \windows\System directory.

When it is invoked, one can choose the name of the Windows 3.1 application program
image file using the "Choose Program" option on the "File" menu. After the program
image file is chosen, Make Compatible by default displays a list of five options that can
be set to alter the behaviour of Windows for that program when it is executed:

e Don't spool to enhanced meta files
e Give application more stack space

e Lie about printer device mode size
e Lie about Windows version number
e Windows 3.1-style controls

An advanced options mode, selectable via the "Advanced Options" selection on the "File"
menu presents a longer list of options, allowing finer control of Windows 3.1 emulation if
the particular application requires it.

Each of the options is recorded in a system database of so-called "compatibility bits".
This is a database of 1-bit flags, one for each of the options displayed by Make
Compatible.

This database already existed in earlier versions of Windows. In Windows 3.1, the
database is stored in the [Compatibility] section of win.ini, with entries such as:

[Compatibility]

ACAD=0x8000
AMIPRO=0x04000010
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Each line names an application program, and gives a hexadecimal numeric constant to
associate with that program. The hexadecimal numeric constant encodes the
compatibility bitflags for that particular application, that Windows applies when the
application is executed. Make Compatible merely provides a graphical user interface for
editing these flags in an easy way, rather than editing win. ini manually, with a text
editor. It allows one to set and unset individual flags without having to know their
numeric values.

The compatibility bitflags settable in win.ini are not documented in the wININT.WRT file
that ships with Windows 3.1, or in the Microsoft Windows 3.1 Resource Kit published by
Microsoft. They are listed as a simple set of defined constants (with names beginning
"GACF " for "GetAppCompatFlags"), without explanation, in the windows.h header file
that is shipped with the Microsoft Windows 3.1 Device driver Development Kit. In
Windows 3.1, the compatibility flags that are in effect for any given task in the kernel's
Task Database are readable via the undocumented GetappCompatFlags () function that
is exported from the KERNEL module.

The flags are documented in Microsoft KnowledgeBase article #82860. They correspond
to the "advanced mode" flags that are settable by Make Compatible's "Advanced
Options" menu:

30 average width metrics
This is bit #19 of the compatibility bits word, with hexadecimal value 0x80000,
known by the symbolic name GACF 30AVGWIDTH in windows .h. This flag causes
Windows to re-scale all fonts by a factor of 7 / 8 when calculating their average
character widths. The reason for this is that one particular Windows 3.0
application, TurboTax, hard-coded the values that it was using for such size
calculations, which failed to work correctly with the new TrueType-compatible
font average width calculation method employed by Windows 3.1. This prevented
people from using TurboTax to print their income tax return forms on PostScript
printers.

Always send NC_Paint
This is bit #6 of the compatibility bits word, with hexadecimal value 0x40, known
by the symbolic name GACF ALWAYSSENDNCPAINT in windows.h. This flag forces
any call to setwWwindowPos () to cause the sending of wM NCPAINT message to all
child windows. This is the Windows 3.0 behaviour. In Windows 3.1, the
behaviour was changed so that the window message is only sent to those windows
that need their non-client areas to be repainted. Some Windows 3.0 applications,
however, relied upon always receiving this message, to determine whether child
windows needed repositioning.

Don't enum device fonts
This is bit #14 of the compatibility bits word, with hexadecimal value 0x4000,
known by the symbolic name GACF ENUMTTNOTEDEVICE in windows.h. This flag
causes Windows 3.1 to turn the pEvICE FONTTYPE flag off in particular
circumstances when an application that is wanting to print enumerates fonts. The
particular circumstances are when the target printer is not either a dot matrix
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printer or a PostScript printer, and the fonts are TrueType fonts that are not
resident in the printer itself. In such circumstances, some applications (including
PageMaker and MGXDraw) misinterpret the flag and believe the font to be
device-resident. (TrueType fonts can be uploaded by Windows to printers, and
need not be resident on the device itself to be usable.) They then query the printer
to see what sizes of the font it supports, and when that fails (because the printer
doesn't know about the font until it is uploaded), they incorrectly assume that the
font cannot be resized. Setting the DEVICE FONTTYPE flag to false in such
situations prevents the applications from going wrong, and that is what this
compatibility bitflag does.

Don't send calcsize wM MOVE
This is bit #17 of the compatibility bits word, with hexadecimal value 0x20000,
known by the symbolic name GACF NCCALCSIZEONMOVE in windows.h. This flag
forces the wM NCCALCSTIZE message to be sent to a window that is being moved or
resized. This is the Windows 3.0 behaviour. In Windows 3.1, the behaviour was
changed so that the window message is only sent to those windows that were
being resized. It was not sent if the window was merely moved. Some Windows
3.0 applications, however, such as Lotus Notes for example, relied upon always
receiving this message.

Enum Helv and Times Roman fonts
This is bit #12 of the compatibility bits word, with hexadecimal value 0x1000,
known by the symbolic name GACF ENUMHELVTMSRMN in windows.h. This flag
works around a problem with applications that refused to work properly unless
fonts with the exact names "Helv" and "Tms Rmn" were listed as present on the
system by the Windows font enumeration API. The names are trademarks of
Linotype company for particular fonts, Helvetica and Times Roman, and since
Microsoft didn't ship those Linotype fonts with Windows 3.1, it could not
enumerate them as present. This flag causes Windows to enumerate the "MS Sans
Serif" and "MS Serif" fonts under the names "Helv'" and "Tms Rmn", for
compatibility with the applications that don't work without those exact names
being used.

Force extra windows words
This is bit #8 of the compatibility bits word, with hexadecimal value 0x100,
known by the symbolic name GACF MOREEXTRAWNDWORDS in windows . h. This flag
works around a problem with applications that assumed the existence of window
words (extra items of data associated by Windows with GUI windows) when they
had not in fact informed Windows that extra window words were required.
Windows 3.1, unlike Windows 3.0, bounds checks all uses of extra window
words, and applications that assumed that they could use more space than they
had asked for would thus fail. For applications run with this flag set, Windows 3.1
silently increased the total number of words requested by the application by an
extra 4 bytes.

Force printer text to new band
This is bit #1 of the compatibility bits word, with hexadecimal value 0x2, known
by the symbolic name GACF FORCETEXTBAND in windows .h. This flag causes
Windows 3.1 to always use two bands when printing, the first for graphics and the
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second for text. Normally Windows 3.1 tries to print both in a single band. But
applications such as WordPerfect assumed that a second band would always exist,
and would always be where the text was, as had been the case in Windows 3.0.
Freelance Graphics had a similar problem.

Force TT fonts to graphics band

This is bit #15 of the compatibility bits word, with hexadecimal value 0x8000,
known by the symbolic name GACF FORCETTGRAPHICS in windows.h. This flag
was to work around a problem with Freelance Graphics, where it wouldn't print
using TrueType fonts unless they were printed as graphics.

Global hooks only called for Win16 apps
Ignore discardable segment attributes

This is bit #0 of the compatibility bits word, with hexadecimal value 0x1, known
by the symbolic name GACF IGNORENODISCARD in windows.h. This flag forces
the GEM NODISCARD flag passed to Globalalloc () by a program to be ignored. It
worked around a bug in the run-time library supplied with Microsoft's own C
compiler, Microsoft C version 6. The run-time library would erroneously set that
flag in calls to Globalalloc (), and any application compiled with that compiler
would thus exhibit the behaviour.

Ignore raster fonts

This is bit #9 of the compatibility bits word, with hexadecimal value 0x200,
known by the symbolic name GACF TTIGNORERASTERDUPE in windows.h. This
flag prevents fonts of the same sizes from being enumerated as both bitmap and
TrueType fonts. This was because several applications, including WordPerfect
and Visual Basic, were not capable of handling that particular situation correctly.

Ignore topmost windows

This is bit #3 of the compatibility bits word, with hexadecimal value 0x8, known
by the symbolic name GACF IGNORETOPMOST in windows.h. This flag fixes a
particular problem with cc:Mail that caused it to fail on Windows 3.1. It assumed
that accessing the first window with Getwindow (HWND, GW_HWND FIRST) would
return it the window of the application that it had just started with winExec (). But
on Windows 3.1, which introduced the idea of "topmost" windows, this was no
longer true. The flag caused Windows 3.1 to skip topmost windows when that
particular API request was made.

Module specific hack
No HRGN 1

This is bit #16 of the compatibility bits word, with hexadecimal value 0x10000,
known by the symbolic name GACF NOHRGN1 in windows .h. This flag reinstates a
bug that existed in Windows 3.0 that was fixed in Windows 3.1. It did so because
several applications, such as Microsoft Draw, worked around the bug themselves,
and would fail to work correctly when the bug was eliminated. The bug was an
error in the return value of the GetUpdateRect () function, whereby in certain
situations (where the entire window was invalid) it would return the codrdinates
of the update rectangle in window codrdinates, rather than in logical codrdinates
as it was supposed to. In Windows 3.1, it always returned the update rectangle in
logical codrdinates. The applications that worked around the bug would perform
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the codrdinate transform themselves to work around the bug, and end up updating
the wrong parts of their windows on Windows 3.1.

One graphic band and use print escapes
This is bit #2 of the compatibility bits word, with hexadecimal value 0x4, known
by the symbolic name GACF ONELANDGRXBAND in windows . h. This flag causes
Windows 3.1 to use a single graphics band when printing in Landscape mode,
consuming as much memory as needed for that band, and discarding whatever
content would not fit into the band.

Subtract clip siblings
This is bit #14 of the compatibility bits word, with hexadecimal value 0x4000,
known by the symbolic name GACF SUBTRACTCLIPSIBS in windows.h. This flag
causes Windows 3.1 to handle window invalidation differently for top-level
windows that do not have the ws_cr1pPsIBLINGS window style set, and their chlid
windows. (In other words: It affects dialogue boxes and the controls on them.)
With the flag set, Windows would not invalidate sibling child windows
underneath (in the z-order) other ws cL1psIBLINGS child windows. The main
reason for the flag was applications such as Lotus Notes 2.1, which implemented
its own combo boxes as child windows, rather than as top-level windows (the
system default combo box implementation). With this flag set, odd display
problems with such windows would disappear.

Support multiple printing bands
This is bit #5 of the compatibility bits word, with hexadecimal value 0x20, known
by the symbolic name GACF MULTIPLEBANDS in windows.h. This flag causes
Windows 3.1 to always use multiple bands for printing, even when one band
would be sufficient. This was to work around a problem in Freelance Graphics,
which would assume that if only one band existed, and it was the entire page, it
was the text band, and would not even attempt to print graphics. On Windows 3.1,
the universal printer driver would sometimes be able to handle both text and
graphics with a single band. By forcing the use of multiple bands, the problems
that this would cause for Freelance Graphics were avoided.

TT fonts are device fonts
This is bit #4 of the compatibility bits word, with hexadecimal value 0x10, known
by the symbolic name GACF CALLTTDEVICE in windows.h. This flag causes
Windows 3.1 to always set the bEvicE FONTTYPE flag on any TrueType fonts that
are enumerated using the Windows EnumFont () APIL This was to fix a problem
with applications including AmiPro and WordPerfect, both of which assumed that
all TrueType fonts available on a printer would be device-resident.

Windows 3.1 palette behavior

Windows 3.1 defined 20 application compatibility flags. Windows 95 and 98 defined a
further 11 flags, not documented in the KnowledgeBase article and not assigned symbolic
constant names in windows . h, which are the remainder of the options accessible via the

"Advanced Options" menu in Make Compatible:

Disable 16 color brush cache and 55ms timer
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This is bit #29 of the compatibility bits word, with hexadecimal value

0x20000000.
Disable EMF spooling

This is bit #26 of the compatibility bits word, with hexadecimal value 0x4000000.
Disable font associations

This is bit #24 of the compatibility bits word, with hexadecimal value 0x1000000.
Don't attach input thread when journaling, setActiveWindow == SetForeGroundWindow

This is bit #28 of the compatibility bits word, with hexadecimal value

0x10000000.
Don't Shutdown/Ignore certain faults/dequote commandline

This is bit #25 of the compatibility bits word, with hexadecimal value 0x2000000.
Enable 3.x Ul features

This is bit #27 of the compatibility bits word, with hexadecimal value 0x8000000.
Force Win31 printer dev mode size

This is bit #23 of the compatibility bits word, with hexadecimal value 0x800000.
Increase stack size

This is bit #22 of the compatibility bits word, with hexadecimal value 0x400000.
Lie about device caps/no setDIBits validation

This is bit #20 of the compatibility bits word, with hexadecimal value 0x100000.
Lie about windows version

This is bit #21 of the compatibility bits word, with hexadecimal value 0x200000.
Mirror fonts in win.ini

This is bit #30 of the compatibility bits word, with hexadecimal value

0x40000000.
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Chapter 7

Configuration Management
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Top level Configuration Management Activity model

Configuration management (CM) is a field of management that focuses on establishing
and maintaining consistency of a system or product's performance and its functional and
physical attributes with its requirements, design, and operational information throughout

its life.
For information assurance, CM can be defined as the management of security features

and assurances through control of changes made to hardware, software, firmware,
documentation, test, test fixtures, and test documentation throughout the life cycle of an
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information system. CM for information assurance, sometimes referred to as Secure
Configuration Management, relies upon performance, functional, and physical attributes
of IT platforms and products and their environments to determine the appropriate security
features and assurances that are used to measure a system configuration state.

For example, configuration requirements may be different for a network firewall that
functions as part of an organization's Internet boundary versus one that functions as an
internal local network firewall.

History

Configuration management was first developed by the United States Air Force for the
Department of Defense in the 1950s as a technical management discipline of hardware.
The concepts of this discipline have been widely adopted by numerous technical
management functions, including systems engineering (SE), integrated logistics support
(ILS), Capability Maturity Model Integration (CMMI), ISO 9000, Prince2 project
management methodology, COBIT, Information Technology Infrastructure Library
(ITIL), product lifecycle management, and application lifecycle management. Many of
these functions and models have redefined configuration management from its traditional
holistic approach to technical management. Some treat configuration management as
being similar to a librarian activity, and break out change control or change management
as a separate or stand alone discipline. However the bottomline is and always shall be
Traceability.

Software configuration management

The traditional software configuration management (SCM) process is looked upon by
practitioners as the best solution to handling changes in software projects. It identifies the
functional and physical attributes of software at various points in time, and performs
systematic control of changes to the identified attributes for the purpose of maintaining
software integrity and traceability throughout the software development life cycle.

The SCM process further defines the need to trace changes, and the ability to verify that
the final delivered software has all of the planned enhancements that are supposed to be
included in the release. It identifies four procedures that must be defined for each
software project to ensure that a sound SCM process is implemented. They are:

1. Configuration identification

2. Configuration control

3. Configuration status accounting
4. Configuration audits

These terms and definitions change from standard to standard, but are essentially the
same.
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o Configuration identification is the process of identifying the attributes that define
every aspect of a configuration item. A configuration item is a product (hardware
and/or software) that has an end-user purpose. These attributes are recorded in
configuration documentation and baselined. Baselining an attribute forces formal
configuration change control processes to be effected in the event that these
attributes are changed.

o Configuration change control is a set of processes and approval stages required to
change a configuration item's attributes and to re-baseline them.

o Configuration status accounting is the ability to record and report on the
configuration baselines associated with each configuration item at any moment of
time.

o Configuration audits are broken into functional and physical configuration audits.
They occur either at delivery or at the moment of effecting the change. A
functional configuration audit ensures that functional and performance attributes
of a configuration item are achieved, while a physical configuration audit ensures
that a configuration item is installed in accordance with the requirements of its
detailed design documentation.

Configuration management is widely used by many military organizations to manage the
technical aspects of any complex systems, such as weapon systems, vehicles, and
information systems. The discipline combines the capability aspects that these systems
provide an organization with the issues of management of change to these systems over
time.

Outside of the military, CM is appropriate to a wide range of fields and industry and
commercial sectors.

Computer hardware configuration management

Computer hardware configuration management is the process of creating and maintaining
an up-to-date record of all the components of the infrastructure, including related
documentation. Its purpose is to show what makes up the infrastructure and illustrate the
physical locations and links between each item, which are known as configuration items.

Computer hardware configuration goes beyond the recording of computer hardware for
the purpose of asset management, although it can be used to maintain asset information.
The extra value provided is the rich source of support information that it provides to all
interested parties. This information is typically stored together in a configuration
management database (CMDB). This concept was introduced by ITIL.

The scope of configuration management is assumed to include, at a minimum, all
configuration items used in the provision of live, operational services.
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Computer hardware configuration management provides direct control over information
technology (IT) assets and improves the ability of the service provider to deliver quality
IT services in an economical and effective manner. Configuration management should
work closely with change management.

All components of the IT infrastructure should be registered in the CMDB. The
responsibilities of configuration management with regard to the CMDB are:

o identification

e control

e status accounting
e verification

The scope of configuration management is assumed to include:

e physical client and server hardware products and versions

e operating system software products and versions

e application development software products and versions

e technical architecture product sets and versions as they are defined and introduced
e live documentation

e networking products and versions

e live application products and versions

o definitions of packages of software releases

e definitions of hardware base configurations

o configuration item standards and definitions

The benefits of computer hardware configuration management are:

e helps to minimize the impact of changes

e provides accurate information on Cls

e improves security by controlling the versions of Cls in use
o facilitates adherence to legal obligations

e helps in financial and expenditure planning

Maintenance systems

Configuration management is used to maintain an understanding of the status of complex
assets with a view to maintaining the highest level of serviceability for the lowest cost.
Specifically, it aims to ensure that operations are not disrupted due to the asset (or parts
of the asset) overrunning limits of planned lifespan or below quality levels.

In the military, this type of activity is often classed as "mission readiness", and seeks to
define which assets are available and for which type of mission; a classic example is
whether aircraft on-board an aircraft carrier are equipped with bombs for ground support
or missiles for defense.
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A theory of configuration maintenance was worked out by Mark Burgess , with a
practical implementation on present day computer systems in the software Cfengine able
to perform real time repair as well as preventive maintenance.

Preventive maintenance

Understanding the "as is" state of an asset and its major components is an essential
element in preventive maintenance as used in maintenance, repair, and overhaul and
enterprise asset management systems.

Complex assets such as aircraft, ships, industrial machinery etc. depend on many
different components being serviceable. This serviceability is often defined in terms of
the amount of usage the component has had since it was new, since fitted, since repaired,
the amount of use it has had over its life and several other limiting factors. Understanding
how near the end of their life each of these components is has been a major undertaking
involving labor intensive record keeping until recent developments in software.

Predictive maintenance

Many types of component use electronic sensors to capture data which provides live
condition monitoring. This data is analyzed on board or at a remote location by computer
to evaluate its current serviceability and increasingly its likely future state using
algorithms which predict potential future failures based on previous examples of failure
through field experience and modeling. This is the basis for "predictive maintenance".

Availability of accurate and timely data is essential in order for CM to provide
operational value and a lack of this can often be a limiting factor. Capturing and
disseminating the operating data to the various support organizations is becoming an
industry in itself.

The consumers of this data have grown more numerous and complex with the growth of
programs offered by original equipment manufacturers (OEMs). These are designed to
offer operators guaranteed availability and make the picture more complex with the
operator managing the asset but the OEM taking on the liability to ensure its
serviceability. In such a situation, individual components within an asset may
communicate directly to an analysis center provided by the OEM or an independent
analyst.

Standards

e ANSI/EIA-649-1998 National Consensus Standard for Configuration
Management

o EIA-649-A 2004 National Consensus Standard for Configuration Management

e ISO 10007:2003 Quality management systems - Guidelines for configuration
management

o Federal Standard 1037C
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o GEIA Standard 836-2002 Configuration Management Data Exchange and
Interoperability

o IEEE Std. 828-1998 IEEE Standard for Software Configuration Management
Plans

e MIL-STD-973 Configuration Management (cancelled on September 20, 2000)

e STANAG 4159 NATO Materiel Configuration Management Policy and
Procedures for Multinational Joint Projects

e  STANAG 4427 Introduction of Allied Configuration Management Publications
(ACMPs)

e CMMI CMMI for Development, Version 1.2 CONFIGURATION
MANAGEMENT

e CMII - The Path to Integrated Process Excellence

Guidelines

o IEEE Std. 1042-1987 IEEE Guide to Software Configuration Management

e« MIL-HDBK-61A CONFIGURATION MANAGEMENT GUIDANCE 7
February 2001

e 10007 Quality management - Guidelines for configuration management

o GEIA-HB-649 - Implementation Guide for Configuration Management

e ANSI/EIA-649-1998 National Consensus Standard for Configuration
Management

e EIA-836 Consensus Standard for Configuration Management Data Exchange and
Interoperability

e ANSI/EIA-632-1998 Processes for Engineering a System

Construction Industry

More recently configuration management has been applied to large construction projects
which can often be very complex and have a huge amount of details and changes that
need to be documented. Construction agencies such as the Federal Highway
Administration have used configuration management for their infrastructure projects.
There have been several construction based configuration management software
developed that aim to document change orders and RFIs in order to ensure a project stays
on schedule and on budget. These programs can also store information to aid in the
maintenance and modification of the infrastructure when it is completed. One such
application, ccsNet, was tested in a case study funded by the Federal Transportation
Administration (FTA) in which the efficacy of configuration management was measured
through comparing the approximately 80% complete construction of the Los Angeles
County Metropolitan Transit Agency (LACMTA) 1st and 2nd segments of the Red Line,
a $5.3 billion rail construction project. This study yielded results indicating a benefit to
using configuration management on projects of this nature.
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Chapter 8

Quattor

Quattor' is a generic open-source tool-kit used to install, configure, and manage
computers. Quattor was originally developed in the framework of European Data Grid
project (2001-2004). Since its first release in 2003, Quattor has been maintained and
extended by a volunteer community of users and developers, primarily from the
community of grid system administrators. The Quattor tool-kit, like other configuration
management systems, reduces the manpower required to maintain a cluster and facilitates
reliable change management. However, three unique features make it particularly
attractive for managing grid resources:

e Federated Management: The open, modular nature of the tool-kit permits system
administrators at different institutes to share the management of their distributed
resources.

e Shared Configuration and Management Efficiency: Quattor encourages the re-use
of configuration information in such a way that it can be distributed and used with
little or no modification at different sites, facilitating the distribution of best
practices without the need for each site to implement configuration changes.

e Coherent Site Model: Quattor allows an administrator to develop a site model
that, once constructed, can be used to manage a range of different resources, such
as real machines, virtual machines and cloud resources.

These features are also attractive beyond the grid context. This has been confirmed by the
growing adoption of Quattor, by both commercial companies and academic institutions,
most of them using the tool-kit to manage consistently their grid and non-grid systems.

Principles

The challenge of structuring and sharing components in a collaborative system is not
new; over the years programming language designers have attacked this problem from
many angles. While trends change, the basic principles are well understood. Features
such as encapsulation, abstraction, modularity, and typing produce clear benefits. We
believe that similar principles apply when sharing configuration information across
administrative domains.
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The Quattor configuration tool-kit derives its architecture from LCFG, improving it in
several aspects. At the core of Quattor is Pan, a high-level, typed language with flexible
include mechanisms, a range of data structures, and validation features familiar to
modern programmers. Pan allows collaborative administrators to build up a complex set
of configuration templates describing service types, hardware components, configuration
parameters, users etc. The use of a high-level language facilitates code reuse in a way that
goes beyond cut-and-paste of configuration snippets.

The principles embodied in Quattor are in line with those established within the system
administration community. In particular, all managed nodes retrieve their configurations
from a configuration server backed by a source-control system (or systems in the case of
devolved management). This allows individual nodes to be recreated in the case of
hardware failure. Quattor handles both distributed and traditional (single-site)
infrastructures.

Devolved management includes the following features: consistency over a multi-site
infrastructure, multiple management points, and the ability to accommodate the specific
needs of constituent sites. There is no single “correct” model for a devolved
infrastructure, thus great flexibility is needed in the architecture of the configuration
system itself. Sometimes a set of highly autonomous sites wish to collaborate loosely. In
this case each site will host a fairly comprehensive set of configuration servers, with
common configuration information being retrieved from a shared database and integrated
with the local configuration.

Distributing the management task can potentially introduce new costs. For example,
transmitting configuration information over the WAN introduces latency and security
concerns. Quattor allows servers to be placed at appropriate locations in the infrastructure
to reduce latency, and the use of standard tools and protocols means that existing security
systems (such as a public key infrastructure) can be harnessed to encrypt and authenticate
communications.

Quattor Architecture
Configuration management system

Quattor’s configuration management system is composed of a configuration database that
stores high-level configuration templates, the Pan compiler that validates templates and
translates them to XML profiles, and a machine profile repository that serves the profiles
to client nodes. Only the Pan compiler is strictly necessary in a Quattor system; the other
two subsystems can be replaced by any service providing similar functionality.

Devolved management in a cross-domain environment requires users to be authenticated
and their operations to be authorized. For the configuration database, we chose to adopt
X.509 certificates1 because of the support offered by many standard tools, and access
control lists (ACLs) because they allow a fine-grained control (an ACL can be attached to
each template). When many users interact with the system, conflicts and
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misconfiguration may arise which require a roll back mechanism; to this purpose, a
simple concurrent transaction mechanism, based on standard version control systems,
was implemented.

Quattor’s modular architecture allows the three configuration management subsystems to
be deployed in either a distributed or centralized fashion. In the distributed approach,
profile compilation (at development stage) is carried out on client systems, templates are
then checked in to a suitable database, and finally the deployment is initiated by invoking
a separate operation on the server. The centralized approach provides strict control of
configuration data. The compilation burden is placed onto the central server, and users
can only access and modify templates via a dedicated interface.

Since the two paradigms provide essentially the same functionality, the choice between
them depends on which fits the management model of an organization better. For
instance, the centralized approach fits large computer centres well because of its strictly
controlled work-flow, whereas multi-site organizations such as GRIF prefer the
distributed approach because it allows different parts of the whole configuration set to be
handled autonomously.

Pan language

The Pan language compiler sits at the core of the Quattor tool-kit. It compiles machine
configurations written in the Pan configuration language by system administrators and
produces XML files (profiles) that are easily consumed by Quattor clients. The Pan
language itself has a simple, declarative syntax that allows simultaneous definition of
configuration information and an associated schema. Here, we focus only on the Pan
features that are relevant to devolved management of distributed sites: validation,
configuration reuse, and modularization.

Validation. The extensive validation features in the Pan language maximize the
probability of finding configuration problems at compile time, minimizing costly clean-
ups of deployed misconfiguration. Pan enables system administrators to define atomic or
compound types with associated validation functions; when a part of the configuration
schema is bound to a type, the declared constraints are automatically enforced.

Configuration reuse. Pan allows identification and reuse of configuration information
through “structure templates.” These identify small, reusable chunks of Pan-level
configuration information which can be used whenever an administrator identifies an
invariant (or nearly invariant) configuration sub-tree.

Modularization. With respect to the original design, two new features have been
developed to promote modularization and large-scale reuse of configurations: the name-

spacing and load-path mechanisms.

A full site configuration typically consists of a large number of templates organized into
directories and subdirectories. The Pan template name-spacing mimics (and enforces) this
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organization much as is done in the Java language. The name-space hierarchy is
independent of the configuration schema. The configuration schema is often organized by
low-level services such as firewall settings for ports, account generation, log rotation
entries, cron entries, and the like. In contrast, the Pan templates are usually organized
based on other criteria like high-level services (web server, mail server, etc.) or by
responsible person/group.

The name-spacing allows various parts of the configuration to be separated and
identified. To effectively modularize part of the configuration for reuse, administrators
must be able to import the modules easily into a site’s configuration and to customize
them. Users of the Pan compiler combine a load-path with the name-spacing to achieve
this. The compiler uses the load-path to search multiple root directories for particular,
named templates; the first version found on the load-path is the one that is used by the
compiler. This allows modules to be kept in a pristine state while allowing sites to
override any particular template.

Further, module developers can also expose global variables to parameterize the module,
permitting a system administrator to use a module without having to understand the inner
workings of the module’s templates.

Quattor Working Group (QWG) templates are used to configure grid middleware
services. The QWG templates use all of the features of Pan to allow distributed sites to
share grid middleware expertise.

Automated installation management

A key feature for administering large distributed infrastructures is the ability to
automatically install machines, possibly from a remote location. To this purpose, Quattor
provides a modular framework called the Automated Installation Infrastructure (AIl).
This framework is responsible for translating the configuration parameters embodied in
node profiles into installation instructions suitable for use by standard installation tools.
Current AIl modules use node profiles to configure DHCP servers, PXE boot and
Kickstart-guided installations.

Normally All is set up with an install server at each site. However, the above mentioned
technologies allow the transparent implementation of multi-site installations, by setting
up a central server and appropriate relays using standard protocols.

Node configuration management

In Quattor, managed nodes handle their configuration process autonomously; all actions
are initiated locally, once the configuration profile has been retrieved from the repository.
Each node has a set of configuration agents (components) that are each registered with a
particular part of the configuration schema. For example, the component that manages
user accounts is registered with the path /software/components/accounts. A dispatcher
program running on the node performs an analysis of the freshly retrieved configuration
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for changes in the relevant sections, and triggers the appropriate components. Run-time
dependencies may be expressed in the node’s profile, so that a partial order can be
enforced on component execution. For example, it is important that the user accounts
component runs before the file creation component, to ensure that file ownership can be
correctly specified.

By design, no control loop is provided for ensuring the correct execution of configuration
components. Site administrators typically use standard monitoring systems to detect and
respond to configuration failures. Nagios and Lemon are both being used at Quattor sites
for this purpose. In fact, Lemon has been developed in tandem with Quattor, and provides
sensors to detect failures in Quattor component execution.

While nodes normally update themselves automatically, administrators can configure the
system to disable automatic change deployment. This is crucial in a devolved system
where the responsibilities for, respectively, modifying and deploying the configuration
may be separated. A typical scenario is that top-level administrators manage the shared
configuration of multiple remote sites and local managers apply it according to their
policies. For instance, software updates might be scheduled at different times.
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Chapter 9

Engineering Support and Component
Repository Management

Engineering support

Configuration management is for most of time dealing with the system that is large,
complexed, has a long life duration (more than 10 years) and involve more people. The
key issues for engineering support are to coordinate the participants and to provide each
engineer an environment, also called a workspace where they can work independently in
the task duration. The former one refers the cooperative work support and the latter one is
mostly called workspace support.

Cooperative work support

Cooperative work support is introduced since many concurrent workspaces may
contain and change the same objects (files). So, there are needs to synchronize objects
and control concurrent work. It is also important since the duration of an activity can be
very long, which means the files would be locked for too long and severe dead lock
would occur, to solve this problem, merge algorithm is used to resynchronizing objects.

Synchronizing method

As shown in the figure, the object A is used in both of the work groups. In order to
prevent overlapping, the integration work space is created to coordinate the two
development workspaces. Compared with database, the integration work space plays the
role of the central DB and the other basic work spaces play the role of the cache of the
concurrent transactions. Development work spaces report (integrate arrows in the figure)
to the integration work space regularly and receive new version from it to work
concurrently with other groups. Seeing from the outside, the complete group behaves as
its integration work space along, while a tree where nodes are either groups or basic work
spaces can be constructed to record the history. Containment between two workspaces
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may mean either work decomposition into concurrent activities or different level of
validation.

Control concurrent work

The control of concurrent work is dealing with the problems of who can perform a
change, at what time, on which attribute of which object. Priority can be introduced to
solve part of the problem, but this field is still under research.

In Software configuration management (SCM), Merge is used to combine files based on a
line by line comparison method. Merge control is commonly applied to changes to the
same attribute of different objects or changes to different attributes of the same object.
Object concurrent change control subsumes traditional file control and provides
homogeneous and elegant solutions to many difficulties which currently hamper
concurrent software engineering.

Workspace support

Software configuration management (SCM) system is responsible for providing a
workspace for each engineer in the right file system, at the right time to let users work
independently, and to save or update the changes automatically when the job is done.
Sometimes, the later one is also said as change management.

Merge tools are widely used to facilitate workspace support. The following chart
provides a process flow of the merge tools which is based on a line by line comparison
method.

The upper process flow digram presents the main principle of merge tools in software
configuration management. When a source file is required by a second workespace, the
center DB will deliver a copy of that file to it. And after submitting the 2 versions of the
same file, merger tools will start to combine these two version into a new one. It is based
on a line by line process, which is: if There are new lines in the submitted version, add
them to the source file, and if there are lines which do not exist in the new version, delete
these lines in the source file. After several times of iteration, a new version of the sources
file, which contains all the changes created by the two (or more) authors, will be upload
again to the central DB and acts as a new version of the source file.

Component repository management

Component repository management is a field of configuration management that seeks
to ensure the safe storage of different components of a software product and all its
versions. This topic includes product model, revision control, and software configuration
management.
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Product model

The product model describes the structure of a software product in a single version
system, which means the version model is not taken into consideration. It can be
represented by a product graph in which nodes and edges represent the software objects
and their relationships.

Software object

A software object records the result of a development or maintenance activity. A SCM
system has to manage all kinds of software objects created throughout the software
lifecycle, including requirements specifications, designs, documentations, program code,
test plans, test cases, user manuals, project plans and so on.

Relationship

Relationships are the connectors of software objects. In the product model diagram, they
are the edges between nodes. Composition relationships and dependency relationships
are the two main relationships used in the product model.

Composition relationships are used to organize software objects with respect to their
granularity. For example, the subsystems of a software product which in turn consist of
modules.

Dependency relationships or in short dependency establish directed connections between
objects that are orthogonal to composition relationships. They include lifecycle
dependencies between requirements specifications, designs and module implementations.

Version model

A version model defines the items to be versioned, the common properties shared by all
versions of an item, and the deltas. It also determines the way version sets are organized.
It introduces dimensions of evolution such as revisions and variants, it defines whether a
version is characterized in terms of the state it represents or in terms of some changes
relative to some baseline, it selects a suitable representation for the version graphs, and it
also provides operations for retrieving old versions and constructing new versions.

Another field related to version model is software history. It records all the versions of a
software product safely and properly, it also records who created the revision along with
what comment. Delta is used to reduce the spaces needed for storage, since two
successive versions are often very similar (98% same on average).

It also provides supports for multi-user management. The traditional locking method is

still used while a new advanced synchronizing method can greatly improve the
efficiency.
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Version and product model structures

Because product model only considers the software structure of a single version model,
and the version model does not take software structure in to consideration, methods to
integrate the two models will be discussed here. In particular, we will investigate which
items are put under version control and how versions of different items are interrelated
with each other.

According to the selection order during the configuration process, we can classify the
structures into 3 categories, product first, version first and intertwined:

Product first means that the product structure is selected before the version models of
components. This approach is followed, for example, by SCCS and RCS. But this method
suffers from the restriction that structural versioning can not be expressed (it is because
the product structure is fixed for all configurations).

Version first means the version of product is selected first and uniquely determines the
component versions. Different product versions may be structured in different ways. For
example, a version of a component is contained only in the product version 1.0 but not
2.0. PCTE is an example of an SCM system using this organization.

Intertwined means that the selections of version model and component structure are
performed in alternating order. Intertwined structure is relatively more flexible than the
two methods mentioned above, because when a new change happens or a new component
need to be added in the configuration, for most of time it is not necessary to change the
whole configuration structure.

In addition, version first and intertwined both take in to account that different versions of
a certain object may vary with respect to their relationships of other objects. This means
that in addition to objects, relationships are versioned as well.

A meta-model of the AND / OR method

As shown in the intertwined configuration structure, an AND / OR graphs can be used to
illustrate the interplay of product model and version model. The graphs consist of nodes
and edges, and selections of the nodes represent the configuration of a certain software
product of a certain version. There are two types of nodes — AND nodes and OR nodes.
Analogously, a distinction is made between AND and OR edges, which emanate from
AND and OR nodes, respectively. A meta-model is presented in the following figure:

An unversioned product graph can be represented by exclusively AND nodes/edges.
Then this AND/OR graph will be the same as the product model or product compositions.
While versioning of the product graph is modeled by introducing OR nodes. Versioned
objects and their versions are represented by OR nodes and AND nodes, respective.
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Chapter 10
Fstab

The fstab (/etc/fstab) (or file systems table) file is a system configuration file commonly
found on Unix systems. The fstab file typically lists all available disks and disk partitions,
and indicates how they are to be initialized or otherwise integrated into the overall
system's file system. fstab is still used for basic system configuration, notably of a
system's main hard drive and startup file system, but for other uses has been superseded
in recent years by automatic mounting.

The fstab file is most commonly used by the mount command, which reads the fstab file
to determine which options should be used when mounting the specified device. It is the
duty of the system administrator to properly create and maintain this file.

The file has other names on some versions of Unix, eg itis /etc/vfstab on Solaris.

Modern use

Traditionally, the fstab was only read by programs, and not automatically written (it is
instead manually written by the sysadmin). However, some administration tools can
automatically build and edit fstab, or act as graphical editors for it, such as the Kfstab
graphical configuration utility available for KDE.

Modern Linux systems use udev as an automounter to handle hot swapping devices
instead of rewriting fstab file on the fly, and thus fstab is less important than in the past.
Programs such as pmount allow users to mount and unmount filesystems without a
corresponding fstab entry; traditional Unix has always allowed privileged users to mount
or unmount without an fstab entry.

Example

The following is an example of an fstab file on a typical Linux system:

# device name mount point fs-type options
dump-freqg pass—-num
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LABEL=/ / ext3 defaults
1

/dev/hda6 swap swap defaults

0

none /dev/pts devpts gid=5,mode=620

0

none /proc proc defaults

0

none /dev/shm tmpfs defaults

0

# Removable media

/dev/cdrom /mount/cdrom udf, 1509660 noauto,owner, kudzu, ro
0

/dev/£d0 /mount/floppy auto noauto, owner, kudzu
0

# NTFS Windows XP partition

/dev/hdal /mnt/WinXP ntfs-3g
quiet,defaults,locale=en US.utf8, umask=0 00

# Partition shared by Windows and Linux
/dev/hda’7 /mnt/shared vfat umask=000

# mounting tmpfs
tmpfs /mnt/tmpfschk tmpfs size=100m

# mounting cifs
//pingu/ashare /store/pingu cifs

credentials=/root/smbpass.txt 0 O

#mounting NFS
pingu:/store /store nfs rw

The columns are as follows:

1. The device name or other means of locating the partition or data source.

2. The mount point, where the data is to be attached to the filesystem.

3. The filesystem type, or the algorithm used to interpret the filesystem.

4. Options, including if the filesystem should be mounted at boot. (kudzu is an
option specific to Red Hat and Fedora Core.)

5. dump-freq adjusts the archiving schedule for the partition (used by dump).

6. pass-num Controls the order in which fsck checks the device/partition for errors at
boot time. The root device should be 1. Other partitions should be either 2 (to

check after root) or 0 (to disable checking for that partition altogether).

A value of zero in either of the last 2 columns disables the corresponding feature. For the

whitespace character in paths the character code "\040" is used.
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Options common to all filesystems

As the filesystems in /etc/fstab will eventually be mounted using mount(8) it isn't
surprising that the options field simply contains a comma-separated list of options which
will be passed directly to mount when it tries to mount the filesystem.

The options common to all filesystems are:

atime / noatime / relatime / strictatime (Linux-specific)
The Unix stat structure records when files are last accessed (atime), modified
(mtime), and created (ctime). One result is that atime is written every time a file is
read, which has been heavily criticized for causing performance degradation and
increased wear. However, atime is used by some applications and desired by some
users, and thus is configurable as atime (update on access), noatime (do not
update), or (in Linux) relatime (update atime if older than mtime). Through Linux
2.6.29, atime was the default; as of 2.6.30 (9 June 2009), relatime is the default.

auto / noauto
With the auto option, the device will be mounted automatically at bootup or when
the mount -a command is issued. auto is the default option. If you don't want the
device to be mounted automatically, use the noauto option in /etc/fstab. With

noauto, the device can be only mounted explicitly.
dev / nodev

Interpret/do not interpret block special devices on the filesystem.
exec / noexec

exec lets you execute binaries that are on that partition, whereas noexec doesn't let
you do that. noexec might be useful for a partition that contains no binaries, like
/var, or contains binaries you don't want to execute on your system, or that can't

even be executed on your system. Last might be the case of a Windows partition.
ro

Mount read-only.
rw

Mount the filesystem read-write. Again, using this option might alleviate
confusion on the part of new Linux users who are frustrated because they can't
write to their floppies, Windows partitions, or other media.

sync / async
How the input and output to the filesystem should be done. sync means it's done
synchronously. If you look at the example fstab, you'll notice that this is the
option used with the floppy. In plain English, this means that when you, for
example, copy a file to the floppy, the changes are physically written to the floppy

at the same time you issue the copy command.
suid / nosuid

Permit/Block the operation of suid, and sgid bits.

user / users / nouser
user permits any user to mount the filesystem. This automatically implies
noexec, nosuid, nodev unless overridden. If nouser is specified, only root can
mount the filesystem. If users is specified, every user in group users will be able
to unmount the volume.

owner (This is Linux-specific)
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Permit the owner of device to mount.
defaults

Use default settings. Default settings are defined per file system at the file system

level. For ext3 file systems these can be set with the tune2fs command. The
normal default for Ext3 file systems is equivalent to

rw, suid, dev, exec, auto, nouser, async(no acl support). Modern Red Hat
based systems set acl support as default on the root file system but not on user

created Ext3 file systems. Some file systems such as XFS enable acls by default.

Default file system mount attributes can be over ridden in /etc/fstab.

Filesystem specific options

There are many options for the specific filesystems supported by mount. Listed below are
some of the more commonly used. The full list may be found in the documentation for

mount. Note that these are for Linux; traditional UNIX-like systems have generally
provided similar functionality but with slightly different syntax.

ext2

check={none, normal, strict}

Sets the fsck checking level.
debug

Print debugging info on each remount .
sb=n

n is the block which should be used as the superblock for the fs.

fat
check={r[elaxed], n[ormal]l, s([trict]}

Not the same as ext2, but rather deals with allowed filenames.
conv={b[inary], tlext], alutol]}

Performs DOS <---> UNIX text file conversions automatically.
uid=n, gid=n
Sets the user identifier, uid, and group identifier, gid, for all files on the

filesystem.
umask=nnn, dmask=nnn, fmask=nnn

Sets the user file creation mode mask, umask, the same for directories only,
dmask and for files only, fmask.

is09660

norock
Disables Rock Ridge extensions.

Mounting all filesystems

mount -a
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This command will mount all (not-yet-mounted) filesystems mentioned in fstab and is
used in system script startup during booting. Note that this command will ignore all those
entries containing "noauto" in the options section.
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Chapter 11
AUTOEXEC.BAT

AUTOEXEC . BAT is a system file found originally on DOS-type operating systems. It is a
plain-text batch file that is located in the root directory of the boot device. The name of
the file stands for "automatic execution", which describes its function in automatically

executing commands on system startup; the portmanteau was coined in response to the
8.3 filename limitations of the FAT file system family.

Usage

AUTOEXEC.BAT is read upon startup by all versions of DOS, including MS-DOS version
7.x as used in Windows 95 and Windows 98. Windows Me only parses environment
variables as part of its attempts to reduce legacy dependencies, but this can be worked
around.

Under DOS, the file is executed once the operating system has booted and after the
CONFIG.sys file has been processed. Windows NT and its descendants Windows XP and
Windows Vista parse AUTOEXEC . BAT when a user logs on. As with Windows Me,
anything other than setting environment variables is ignored. Unlike CONFIG. sys, the
commands in AUTOEXEC . BAT can be entered at the interactive command line interpreter.
They are just standard commands that the computer operator wants to be executed
automatically whenever the computer is started, and can include other batch files.

AUTOEXEC.BAT is most often used to set environment variables such as keyboard,
soundcard, printer, and temporary file locations. It is also used to initiate low level
system utilities, such as the following:

e Virus scanners

o Disk caching software - SMARTDRV . EXE from Microsoft the most common
e Mouse drivers

o Keyboard drivers

e CD drivers

e Miscellaneous other drivers
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Example

In early versions of DOS, AuTOEXEC.BAT was by default extremely simple. The date and
time commands were necessary as early PC and XT class machines did not have a
battery backed-up Real Time Clock as default.

echo off
cls
date
time
ver

In non US environments the keyboard driver (like KEYBFR for the french keyboard) was
also included. Later versions were often much expanded with numerous third party
device drivers. The following is a basic DOS 5.x type AUTOEXEC . BAT configuration,
consisting only of essential commands:

@echo off

prompt $PSG

PATH=C:\DOS; C: \WINDOWS
set TEMP=C:\TEMP

set BLASTER=A220 I7 D1 T2
1h smartdrv.exe

1h doskey

1h mouse.com /Y

win

This configuration sets common environment variables, loads the disk cache SmartDrive
on line six, places common directories into the default path, and initializes the DOS
mouse / keyboard drivers, before starting Windows. The prompt command sets the
command prompt to "C:\>" instead of simply "C>".

In general, .SYS files were called in conFIG.sys, and .EXE programs such as the
popular disk caching software SmartDrive provided by Microsoft with MS-DOS 5x, were
loaded in the auToEXEC. BAT file. Some devices, such as mice, could be loaded either as a
.SYS file in cONFIG.sYs, or as a .COM in AUTOEXEC . BAT, depending upon the
manufacturer.

Lines prefixed with the string "REM" are comments (remarks) and are not run as part of
AUTOEXEC.BAT. The "REM" lines are used for comments or to temporarily disable drivers
(e.g. for a CD-ROM). An alternative, though less common, method for commenting is
using double colons (::).

In MS-DOS 6 and higher, a DOS boot menu is configurable. This can be of great help to
users who wish to have optimized boot configurations for various programs, such as DOS
games and Windows.

@echo off
prompt S$PSG
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PATH=C:\DOS; C:\WINDOWS
set TEMP=C:\TEMP

set BLASTER=A220 I7 D1 T2
goto SCONFIGS%

:WIN

1h smartdrv.exe

1h mouse.com /Y

win
goto END
: XMS
1h smartdrv.exe
1h doskey
goto END
:END

The goto sconr1cs line informs DOS to look up menu entries that were defined within
CONFIG.syS. Then, these profiles are named here and configured with the desired
specific drivers and utilities. At the desired end of each specific configuration, a goto
command redirects DOS to the : END section. Lines after : END will be used by all profiles.

Issues

One of the problems with the versions of Windows that ran on top of DOS, was a lack of
conventional memory. This was due to the archaic design of the original x86 processor,
which was originally only able to address 1024kB, or an effective 640kB of memory.
While this was later extended with new processor modes, DOS was not able to load low
level AUTOEXEC . BAT type drivers into extended memory.

Users were therefore presented with the baffling situation, of potentially having 8192K of
physical memory, but were not able to run software that required a mere 512K of
memory, because the DOS drivers in the AuTOEXEC. BAT file, especially CD-ROM and
disk compression drivers, had taken up too much conventional memory.

Users were left to experiment with LoapuIGH/LH (MS-DOS) or H1L0AD (DR-DOS)
commands, based upon the EMM386 memory manager loaded in the conFIG.sys files,
in order to try to move drivers from the 640K region, into the upper memory area or the
high memory area. Lack of conventional memory proved to be a particular issue for
gamers, and generated numerous baffled calls to support desks. Many gamers were
forced to maintain several boot disks, each with game specific PC configurations.

Resolving driver and conventional memory issues has been cited as a key reason for
adoption of the Windows based Direct-X gaming interface, which could access the entire
physical memory of the PC, and relied upon Windows drivers to access hardware. This
was also solved by using 32-bit DOS programs and standard VESA drivers for graphics.
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Dual-booting DOS and Win 9x

When installing Windows 95 over a preexisting DOS/WINDOWS install, CONFIG.SYS
and AUTOEXEC . BAT are renamed to CONFIG.DOs and AuTOEXEC.DOS. This is intended to
ease dual booting between Windows 9.x and DOS. When booting into DOS, they are
temporarily renamed cONFIG.sSys and AUTOEXEC.BAT. Backups of the Win95 versions
are made as .w40 files.

Windows 9x also installs a fake Mspos. sys file. This file contains some switches that
designate how the system will boot, one of which controls whether or not the system
automatically goes into Windows. This "BootGUI" option must be set to "0" in order to
boot to a DOS prompt. By doing this, the system's operation essentially becomes that of a
DOS/Windows pairing like with earlier Windows versions. Windows can be started as
desired by typing "WIN" at the DOS prompt.

When installing Caldera DR-DOS 7, the Windows version retains the name
AUTOEXEC . BAT, while the file preferred by the DR DOS loader is named AUTODOS7 . BAT.
It also differentiates the Config.sys file by using the name DCONFIG. SYS.

OS/2/NT

On Windows NT and its derivatives, Windows 2000, Windows Server 2003 and
Windows XP, the equivalent file is called auToExEC.NT and is located in the
$SystemRoot%\system32 directory. The file is not used during the operating system boot

process; it is executed when the MS-DOS environment is started, which occurs when an
MS-DOS application is loaded.

The auToExEC. BAT file may often be found on Windows NT, in the root directory of the
boot drive. Windows only considers the "SET" and "PATH" statements which it contains,
in order to define environment variables global to all users. Setting environment variables
through this file may be interesting if for example MS-DOS is also booted from this drive
(this requires that the drive be FAT) or to keep the variables across a reinstall. This is an
exotic usage today so this file usually remains empty. The TweakUI applet from the
PowerToys collection allows to control this feature (Parse Autoexec.bat at logon).
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Chapter 12

Windows Registry

The Windows Registry is a hierarchical database that stores configuration settings and
options on Microsoft Windows operating systems. It contains settings for low-level
operating system components as well as the applications running on the platform: the
kernel, device drivers, services, SAM, user interface and third party applications all make
use of the registry. The registry also provides a means to access counters for profiling
system performance.

When first introduced with Windows 3.1, the Windows registry's primary purpose was to
store configuration information for COM-based components. With the introduction of
Windows 95 and Windows NT, its use was extended to tidy up the profusion of per-
program INI files that had previously been used to store configuration settings for
Windows programs.

Rationale

NI files stored each program's settings into a text file, often located in a shared location
that did not allow for user-specific settings in a multi-user scenario. By contrast, the
Windows registry stores all application settings in one central repository and in a
standardized form. This offers several advantages over INI files. Since accessing the
registry does not require parsing, it may be read from or written to more quickly than an
INI file. As well, strongly typed data can be stored in the registry, as opposed to the text
information stored in INI files. Because user-based registry settings are loaded from a
user-specific path rather than from a read-only system location, the registry allows
multiple users to share the same machine, and also allows programs to work for less
privileged users. Backup and restoration is also simplified as the registry can be accessed
over a network connection for remote management/support, including from scripts, using
the standard set of APIs, as long as the Remote Registry service is running and firewall
rules permit this.

The registry has features that improve system integrity, as the registry is constructed as a
database and offers database-like features such as atomic updates. If two processes
attempt to update the same registry value at the same time, one process's change will
precede the other's and the overall consistency of the data will be maintained. Where
changes are made to INI files, such race conditions can result in inconsistent data which
doesn't match either attempted update. Windows Vista and Windows 7 provide
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transactional updates to the registry, extending the atomicity guarantees across multiple
key and/or value changes, with traditional commit-abort semantics. (Note however that
NTFS provides such support for the file system as well, so the same guarantees could, in
theory, be obtained with traditional configuration files.)

Criticism

While offering improvements over application-specific .INI files, the organization and
implementation of the registry also had potential problems:

e The registry duplicates much of the functionality of the file system.

o Centralizing configurations makes it more difficult to back up and recover
individual applications.

o Installers and uninstallers may become more complicated if applications rely on
Registry configuration settings that need to be created by installation applications
because these Registry settings cannot be transferred by simply copying the
application files that comprise the application. Use of the Registry by non-COM
based applications is optional; .Net applications leverage a configuration file
instead of the Registry. Some other operating systems (e.g., OS X) also support
installation through simple file copy.

e Because information required for loading device drivers is stored in the registry, a
damaged System registry may prevent a Windows system from booting
successfully, since some device drivers won't be loaded, preventing the affected
devices from working. Device drivers are stored in a key called
HKLM\System\CurrentControlSet, which is a symbolic link that alternates
between HKLM\System\CurrentControlSet001 and
HKLM\System\CurrentControlSet002, thereby allowing the "last known
configuration" boot option to provide a mechanism of reverting to the last
configuration that successfully started the system.

o The parts of the registry may have to be kept in sync with the file system (e.g.,
deleting an application rather than uninstalling it, may leave associated
configuration items such as COM registration entries in the registry if the
application is legacy and does not leverage side-by-side registry-free
configuration.)

e Applications that make use of the registry to store and retrieve their settings may
be unsuitable for use on portable devices used to carry applications from one
system to another. Similarly, it is often not possible to copy installed applications
that use the Registry to another computer. This means that software usually has to
be reinstalled from original media after a computer upgrade or rebuild.
Application virtualization addresses this problem.

o The Windows Registry is claimed by some third parties to be a single point of
failure.
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Structure
Keys and values
The registry contains two basic elements: keys and values.

Registry keys are similar to folders — in addition to values, each key can contain
subkeys, which may contain further subkeys, and so on. Keys are referenced with a
syntax similar to Windows' path names, using backslashes to indicate levels of hierarchy.
Each subkey has a mandatory name which is a non-empty string that cannot contain any
backslash or null character, and whose letter case is insignificant.

The hierarchy of registry keys can only be accessed from a known root key handle
(which is anonymous but whose effective value is a constant numeric handle) that is
mapped to the content of a registry key preloaded by the kernel from a stored "hive", or
to the content of a subkey within another root key, or mapped to a registered service or
DLL that provide access to its contained subkeys and values.

E.g. HKEY LOCAL_ MACHINE\Software\Microsoft\Windows refers to the subkey
"Windows" of the subkey "Microsoft" of the subkey "Software" of the
HKEY LOCAL_MACHINE root key.

There are seven predefined root keys, traditionally named according to their constant
handles defined in the Win32 API, or by synonymous abbreviations (depending on
applications):

e HKEY LOCAL MACHINE or HKLM

e HKEY CURRENT CONFIG or HKCC (only in Windows 9x/ME and NT-based
versions of Windows)

e HKEY CLASSES ROOT or HKCR

o HKEY CURRENT USER or HKCU

o« HKEY_ USERS or HKU

o HKEY PERFORMANCE DATA (only in NT-based versions of Windows, but
invisible in the Windows Registry Editor)

e HKEY DYN DATA (only in Windows 9x/ME, and visible in the Windows
Registry Editor)

Like other files and services in Windows, all registry keys may be restricted by access
control lists (ACLs), depending on user privileges, or on security tokens acquired by
applications, or on system security policies enforced by the system (these restrictions
may be predefined by the system itself, and configured by local system administrators or
by domain administrators). Different users, programs, services or remote systems may
only see some parts of the hierarchy or distinct hierarchies from the same root keys.

Registry values are name/data pairs stored within keys. Registry values are referenced
separately from registry keys. All registry values stored in a registry key have a unique
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name whose letter case is not significant. The Windows API functions that query and
manipulate registry values take value names separately from the key path and/or handle
that identifies the parent key. Registry values may contain backslashes in their name but
doing so makes them difficult to distinguish from their key paths when using some legacy
Windows Registry API functions (whose usage is deprecated in Win32).

The terminology is somewhat misleading, as each registry key is similar to an associative
array, where standard terminology would refer to the name part of each registry value as
a "key". The terms are a holdout from the 16-bit registry in Windows 3, in which registry
keys could not contain arbitrary name/data pairs, but rather contained only one unnamed
value (which had to be a string). In this sense, the entire registry was like a single
associative array where the registry keys (in both the registry sense and dictionary sense)
formed a hierarchy, and the registry values were all strings. When the 32-bit registry was
created, so was the additional capability of creating multiple named values per key, and
the meanings of the names were somewhat distorted. For compatibility with the previous
behavior, each registry key may have a "default" value, whose name is the empty string.

Each value can store arbitrary data with variable length and encoding, but which is
associated with a symbolic type (defined as a numeric constant) defining how to parse
this data. The standard types are :

List of standard registry value types

Meaning and encoding of
Symbolic type name the data stored in the
registry value

Type

No type (the stored value, if
any)

A string value, normally
stored and exposed in UTF-
16LE (when using the

1 REG _SZ Unicode version of Win32
API functions), usually
terminated by a null
character

0  REG_NONE

An "expandable" string
value that can contain
environment variables,

2 REG_EXPAND SZ normally stored and
exposed in UTF-16LE,
usually terminated by a null
character

Binary data (any arbitrary

3 REG BINARY data)
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A DWORD value, a 32-bit
unsigned integer (numbers
between 0 and
4,294,967,295 [2* — 1])
(little-endian)
A DWORD value, a 32-bit
unsigned integer (numbers
5 REG_DWORD_BIG_ENDIAN between 0 and
4,294,967,295 [2** — 1))
(big-endian)

REG DWORD/
REG DWORD LITTLE ENDIAN

A symbolic link
(UNICODE) to another

6 REG_LINK registry key, specifying a
root key and the path to the
target key

A multi-string value, which
is an ordered list of non-
empty strings, normally
stored and exposed in UTF-
16LE, each one terminated
by a null character, the list
being normally terminated
by a second null character.

7 REG MULTI SZ

A resource list (used by the
Plug-n-Play hardware
enumeration and
configuration)

8  REG _RESOURCE_LIST

A resource descriptor (used
by the Plug-n-Play
hardware enumeration and
configuration)

9 REG FULL RESOURCE DESCRIPTOR

A resource requirements list
(used by the Plug-n-Play
hardware enumeration and
configuration)

A QWORD value, a 64-bit
integer (either big- or little-

10 REG RESOURCE REQUIREMENTS LIST

11 REG_QWORD / endian, or unspecified)
REG_QWORD LITTLE ENDIAN (Introduced in Windows
2000)
Hives

The Registry comprises a number of logical sections, or "hives" (the word hive
constitutes an in-joke). Hives are generally named by their Windows API definitions,
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which all begin "HKEY". They are frequently abbreviated to a three- or four-letter short
name starting with "HK" (e.g. HKCU and HKLM). Technically, they are predefined
handles (with known constant values) to specific keys that are either maintained in
memory, or stored in hive files stored in the local filesystem and loaded by the system
kernel at boot time and then shared (with various access rights) between all processes
running on the local system, or loaded and mapped in all processes started in a user
session when the user logs on the system.

The HKEY LOCAL MACHINE (local machine-specific configuration data) and
HKEY CURRENT USER (user-specific configuration data) nodes have a similar
structure to each other; user applications typically look up their settings by first checking
for them in "HKEY CURRENT USER\Software\Vendor's name\Application's
name\Version\Setting name", and if the setting is not found, look instead in the same
location under the HKEY LOCAL MACHINE key. However, the converse may apply
for administrator-enforced policy settings where HKLM may take precedence over
HKCU. The Windows Logo Program has specific requirements for where different types
of user data may be stored, and that the concept of least privilege be followed so that
administrator-level access is not required to use an application.

HKEY_LOCAL_MACHINE (HKLM)

Abbreviated HKLM, HKEY LOCAL MACHINE stores settings that are specific to the
local computer.

The key located by HKLM is actually not stored on disk, but maintained in memory by
the system kernel in order to map there all other subkeys. Applications cannot create any
additional subkeys. On NT-based versions of Windows, this key contains four subkeys,
"SAM", "SECURITY", "SYSTEM", and "SOFTWARE", that are loaded at boot time
within their respective files located in the %SystemRoot%\System32\config folder. A
fifth subkey, "HARDWARE?", is volatile and is created dynamically, and as such is not
stored in a file (it exposes a view of all the currently detected Plug-n-Play devices). On
Windows Vista, Windows Server 2008, Windows Server 2008 R2, and Windows 7, a
sixth subkey is mapped in memory by the kernel and populated from boot configuration
data (BCD).

e The "HKLM\SAM" key usually appears as empty for most users (unless they are
granted access by administrators of the local system or administrators of domains
managing the local system). It is used to reference all "Security and Accounts
Management" (SAM) databases for all domains into which the local system has
been administratively authorized or configured (including the local domain of the
running system, whose SAM database is stored a subkey also named "SAM":
other subkeys will be created as needed, one for each supplementary domain).
Each SAM database contains all builtin accounts (mostly, group aliases) and
configured accounts (users, groups, and their aliases, including guest accounts and
administrator accounts) created and configured on the respective domain; for each
account in that domain, it notably contains the user name which can be used to log
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on that domain, the internal unique user identifier in the domain, their
cryptographically hashed password on that domain, the location of storage of their
user registry hive, various status flags (for example is the account can be
enumerated and be visible in the logon prompt screen), and the list of domains
(including the local domain) into which the account was configured.

The "HKLM\SECURITY" key usually appears empty for most users (unless they
are granted access by users with administrative privileges) and is linked to the
Security database of the domain into which the current user is logged on (if the
user is logged on the local system domain, this key will be linked to the registry
hive stored by the local machine and managed by local system administrators or
by the builtin "System" account and Windows installers). The kernel will access it
to read and enforce the security policy applicable to the current user and all
applications or operation executed by this user. It also contains a "SAM" subkey
which is dynamically linked to the SAM database of the domain onto which the
current user is logged on.

The "HKLM\SYSTEM" key is normally only writable by users with
administrative privileges on the local system. It contains information about the
Windows system setup, data for the secure random number generator (RNG), the
list of currently mounted devices containing a filesystem, several numbered
"HKLM\SYSTEM\Control Sets" containing alternative configurations for system
hardware drivers and services running on the local system (including the currently
used one and a backup), a "HKLM\SYSTEM\Select" subkey containing the status
of these Control Sets, and a "HKLM\SY STEM\CurrentControlSet" which is
dynamically linked at boot time to the Control Set which is currently used on the
local system. Each configured Control Set contains:

o a"Enum" subkey enumerating all known Plug-and-Play devices and
associating them with installed system drivers (and storing the device-
specific configurations of these drivers),

o a "Services" subkey listing all installed system drivers (with non device-
specific configuration, and the enumeration of devices for which they are
instanciated) and all programs running as services (how and when they
can be automatically started),

o a "Control" subkey organizing the various hardware drivers and programs
running as services and all other system-wide configuration,

o a'"Hardware Profiles" subkey enumerating the various profiles that have
been tuned (each one with "System" or "Software" settings used to modify
the default profile, either in system drivers and services or in the
applications) as well as the "Hardware Profiles\Current" subkey which is
dynamically linked to one of these profiles.

The "HKLM\SOFTWARE" subkey contains software and Windows settings (in
the default hardware profile). It is mostly modified by application and system
installers. It is organized by software vendor (with a subkey for each), but also
contains a "Windows" subkey for some settings of the Windows user interface, a
"Classes" subkey containing all registered associations from file extensions,
MIME types, Object Classes IDs and interfaces IDs (for OLE, COM/DCOM and
ActiveX), to the installed applications or DLLs that may be handling these types
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on the local machine (however these associations are configurable for each user,
see below), and a "Policies" subkey (also organized by vendor) for enforcing
general usage policies on applications and system services (including the central
certificates store used for authentifying, authorizing or disallowing remote
systems or services running outside of the local network domain).

HKEY CURRENT CONFIG (HKCC)

Abbreviated HKCC, HKEY CURRENT CONFIG contains information gathered at
runtime; information stored in this key is not permanently stored on disk, but rather
regenerated at boot time. It is a handle to the key

"HKEY LOCAL MACHINE\System\CurrentControlSet\Hardware Profiles\Current",
which is initially empty but populated at boot time by loading one of the other subkeys
stored in "HKEY LOCAL MACHINE\System\CurrentControlSet\Hardware Profiles".

HKEY_CLASSES ROOT (HKCR)

Abbreviated HKCR, HKEY CLASSES ROOT contains information about registered
applications, such as file associations and OLE Object Class IDs, tying them to the
applications used to handle these items. On Windows 2000 and above, HKCR is a
compilation of user-based HKCU\Software\Classes and machine-based
HKLM\Software\Classes. If a given value exists in both of the subkeys above, the one in
HKCU\Software\Classes takes precedence. The design allows for either machine- or
user-specific registration of COM objects. The user-specific classes hive, unlike the
HKCU hive, does not form part of a roaming user profile.

HKEY_USERS (HKU)

Abbreviated HKU, HKEY USERS contains subkeys corresponding to the
HKEY CURRENT_ USER keys for each user profile actively loaded on the machine,
though user hives are usually only loaded for currently logged-in users.

HKEY_CURRENT_USER (HKCU)

Abbreviated HKCU, HKEY CURRENT USER stores settings that are specific to the
currently logged-in user. The HKCU key is a link to the subkey of HKEY USERS that
corresponds to the user; the same information is accessible in both locations. On
Windows NT-based systems, each user's settings are stored in their own files called
NTUSER.DAT and USRCLASS.DAT inside their own Documents and Settings
subfolder (or their own Users sub folder in Windows Vista and Windows 7). Settings in
this hive follow users with a roaming profile from machine to machine.
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HKEY_PERFORMANCE_DATA

This key provides runtime information into performance data provided by either the NT
kernel itself, or running system drivers, programs and services that provide performance
data. This key is not stored in any hive and not displayed in the Registry Editor, but it is
visible through the registry functions in the Windows API, or in a simplified view via the
Performance tab of the Task Manager (only for a few performance data on the local
system) or via more advanced control panels (such as the Performances Monitor or the
Performances Analyzer which allows collecting and logging these data, including from
remote systems).

HKEY DYN DATA

This key is used only on Windows 95, Windows 98 and Windows Me. It contains
information about hardware devices, including Plug and Play and network performance
statistics. The information in this hive is also not stored on the hard drive. The Plug and
Play information is gathered and configured at startup and is stored in memory.

Aliases

Aliases in the Windows 9x registry:

Root Aliases for

HKEY LOCAL MACHINE\Software\Classes (as
HKEY CLASSES ROOT  modified by
HKEY CURRENT USER\Software\Classes)

HKEY CURRENT USER  |User’s branch within HKEY USERS

Hardware profile within

HKEY_CURRENT_CONFIG gy | OCAL MACHINE\Config
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Editing

Manual editing

[ & Registry Editor (= | B ]
File Edit View Favorites Help
4 {8 Computer Mame Type Data
>~ HKEY_CLASSES ROOT a5 (Default) REG_SZ (value not set)
P~y HKEY_CURRENT_USER REG_DWORD 000000001 (1)
‘ b HKE:ELGCAL—MACWE 24] Default REG_DWORD 000000001 (1)
' I”t . OCMUPUUOUNUUENTM . 74 Failed REG_DWORD 000000000 (0)
j,'éﬂ LastknownGood REG_DWORD 000000003 (3)

b-Jy HARDWARE

1. SYSTEM

- by ControlSet001

J. ControlSet003

J. CurrentControlSet

). LastKknownGoodRecovery
1. MountedDevices

s RNG

b Setup
| b-Js WPA
1}, HKEY_USERS
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Computer\HKEY_LOCAL_MACHINE\SYSTEM\Select

The Registry Editor in Windows Vista
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Windows 3.11 Registry Editor

The Windows registry can be edited manually using programs such as regedit.exe and on
older versions of Windows, regedt32.exe.

As a careless change could cause irreversible damage, a backup of the registry before
editing is recommended by Microsoft.

A simple implementation of the current registry tool appeared in Windows 3.x, called the
"Registration Info Editor" or "Registration Editor". This was basically just a database of
applications used to edit embedded OLE objects in documents.

Windows 9x operating systems included REGEDIT.EXE which could be used in
Windows and also in real mode MS-DOS. Windows NT introduced permissions for
Registry editing. Windows NT 4.0 and Windows 2000 were distributed with both the
Windows 9x REGEDIT.EXE program and Windows NT 3.x's REGEDT32.EXE
program. There were several differences between the two editors on these platforms:

o REGEDIT.EXE had a left-side tree view that begins at "My Computer" and lists

all loaded hives. REGEDT32.EXE had a left-side tree view, but each hive had its
own window, so the tree displays only keys.
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o REGEDIT.EXE represented the three components of a value (its name, type, and
data) as separate columns of a table. REGEDT32.EXE represented them as a list
of strings.

o REGEDIT.EXE supported right-clicking of entries in a tree view to adjust
properties and other settings. REGEDT32.EXE required all actions to be
performed from the top menu bar.

o REGEDIT.EXE supported searching for key names, values, or data throughout
the entire registry, whereas REGEDT32.EXE only supported searching for key
names in one hive at a time.

o Earlier versions of REGEDIT.EXE did not support editing permissions.
Therefore, on those early versions, only REGEDT32.EXE could access the full
functionality of an NT registry. REGEDIT.EXE in Windows XP, VISTA, and
Windows 7, supported editing permissions.

o REGEDIT.EXE only supported string (REG_SZ), binary (REG_BINARY), and
DWORD (REG_DWORD) values. REGEDT32.EXE supported those, plus
expandable string (REG_EXPAND SZ) and multi-string (REG_ MULTI _SZ).
Attempting to edit unsupported key types with REGEDIT.EXE on Windows 2000
or Windows NT 4.0 would result in irreversible conversion to a supported type.

Windows XP was the first system to integrate these two programs into one, adopting the
old REGEDIT.EXE interface and adding the REGEDT32.EXE functionality. The
differences listed above are not applicable on Windows XP and newer systems;
REGEDIT.EXE is the improved editor, and REGEDT32.EXE is deprecated.

The Registry Editor allows users to perform the following functions:

o Creating, manipulating, renaming and deleting registry keys, subkeys, values and
value data

o Importing and exporting .REG files, exporting data in the binary hive format

e Loading, manipulating and unloading registry hive format files (Windows NT-
based systems only)

o Setting permissions based on ACLs (Windows NT-based systems only)

o Bookmarking user-selected registry keys as Favorites

o Finding particular strings in key names, value names and value data

o Remotely editing the registry on another networked computer

It is also possible to edit the registry under Linux using the open source Offline NT
Password & Registry Editor to edit the files.

.ReG files

.REG files (also known as Registration entries) are text-based human-readable files for
storing portions of the registry. On Windows 2000 and later NT-based operating systems,
they contain the string Windows Registry Editor Version 5.00 at the beginning and are
Unicode-based. On Windows 9x and NT 4.0 systems, they contain the string REGEDIT4
and are ANSI-based. Windows 9x format .ReG files are compatible with Windows 2000
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and later NT-based systems. The Registry Editor on Windows on these systems also
supports exporting .REG files in Windows 9x/NT format. Data is stored in .REG files in the
following syntax:

[<Hive Name>\<Key Name>\<Subkey Name>]
"Value Name"=<Value type>:<Value data>

The Default Value of a key can be edited by using (@ instead of "Value Name":

@=<Value type>:<Value data>

String values do not require a <Value type> (see example), but backslashes ("\") needs to
written/escaped with a double-backslash ("\\").

For example, to add the values "Value A", "Value B", "Value C", "Value D", "Value E",
"Value F", "Value G", "Value H" and "Value I" to the HKLM\SOFTWARE\Microsoft
key,

[HKEY_LOCAL_MACHINE\SOFTWARE\MicrOSOft]

"Value A"="<String value data>"

"Value B"=hex:<Binary data>

"Value C"=dword:<DWORD value integer>

"Value D"=hex(7) :<Multi-string value data (as comma-delimited list of
hexadecimal values)>

"Value E"=hex (2) :<Expandable string value data (as comma-delimited list
of hexadecimal wvalues)>

"Value F"=hex (b) :<QWORD value (as comma-delimited list of 8 hexadecimal
values, in little endian byte order)>

"Value G"=hex (4) :<DWORD value (as comma-delimited list of 4 hexadecimal
values, in little endian byte order)>

"Value H"=hex (5) :<DWORD value (as comma-delimited list of 4 hexadecimal
values, in big endian byte order)>

"Value I"=hex(0):

Data from .rReG files can be added/merged with the registry by double-clicking these files
or using the /s switch in the command line. .REG files can also be used to remove registry

data.

To remove a key (and all subkeys, values and data), the key name must be preceded by a
minus sign ("-").

For example, to remove the <Key Name> key (and all subkeys, values and data),
[-HKEY LOCAL MACHINE\SOFTWARE\<Key Name>]

To remove a value (and its data), the values to be removed must have a minus sign ("-")
after the equal sign ("=").

For example, to remove only the "Value A" and "Value B" values (and their data) from
the <Key Name> key,
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[HKEY LOCAL MACHINE\SOFTWARE\<Key Name>]
"Value A"=-
"Value B"=-

To remove only the (Default) value of the key <Key Name> (and its data),

[HKEY_LOCAL_MACHINE\SOFTWARE\<Key Name>]
e=—

Command line editing

The registry can be manipulated in a number of ways from the command line. The
reg.exe and regini .exe utility tools are included in Windows XP and later versions of
Windows. Alternative locations for legacy versions of Windows include the Resource Kit
CDs or the original Installation CD of Windows.

Also, a .REG file can be imported from the command line with the following command:

regedit.exe /s file

The /s means the file will be silent merged to the Registry. If the /s parameter is omitted
the user will be asked to confirm the operation. In Windows 98, Windows 95 and at least
some configurations of Windows XP the /s switch also causes regedit.exe to ignore
the setting in the registry that allows administrators to disable it. When using the /s
switch Regedit does not return an appropriate return code if the operation fails, unlike
reg.exe which does.

The default association for .REG files in many versions of Microsoft Windows.

We can use also REG.EXE. Here is a sample to displays the value of the registry value
Version:

REG QUERY HKILM\Software\Microsoft\ResKit /v Version

Other command line options include a VBScript or JScript together with CScript, WMI
or wMIC.exe and Windows PowerShell.

Registry permissions can be manipulated through the command line using regini.exe
and the subInACL.exe tool. For example, the permissions on the
HKEY LOCAL MACHINE\SOFTWARE key can be displayed using:

subinacl /keyreg HKEY LOCAL MACHINE\SOFTWARE /display
Programs or scripts

The registry can be edited through the APIs of the Advanced Windows 32 Base API
Library (advapi32.dll).
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List of Registry API functions

RegCloseKey RegOpenKey RegConnectRegistry RegOpenKeyEx

RegCreateKey RegQueryInfoKey RegCreateKeyEx RegQueryMultipleValues

RegDeleteKey RegQueryValue RegDeleteValue RegQueryValueEx

RegEnumKey RegReplaceKey RegEnumKeyEx RegRestoreKey

RegEnumValue RegSaveKey RegFlushKey RegSetKeySecurity

RegGetKeySecurity RegSetValue RegLoadKey RegSetValueEx
RegNotifyChangeKeyValue RegUnLoadKey

Many programming languages offer built-in runtime library functions or classes that
wrap the underlying Windows APIs and thereby enable programs to store settings in the
registry (e.g. Microsoft.Win32.Registry in VB.NET and C#, or TRegistry in Delphi
and Free Pascal). COM-enabled applications like Visual Basic 6 can use the WSH
WScript.Shell object. Another way is to use the Windows Resource Kit Tool, Reg.exe
by executing it from code, although this is considered poor programming practice.

Similarly, scripting languages such as Perl (with win32: :TieRegistry), Windows
Powershell and Windows Scripting Host also enable registry editing from scripts.

Locations

The Registry is physically stored in several files, which are generally obfuscated from the
user-mode APIs used to manipulate the data inside the Registry. Depending upon the
version of Windows, there will be different files and different locations for these files, but
they are all on the local machine. In Vista the location for system Registry files is
/Windows/System32/Config; the user-specific HKEY CURRENT USER user registry
hive is stored in Ntuser.dat inside the user profile. There is one of these per user; if a
user has a roaming profile, then this file will be copied to and from a server at logout and
login respectively. A second user-specific Registry file named UsrClass.dat contains
COM registry entries and does not roam by default.

Windows NT-based operating systems

Windows NT-based systems store the registry in a binary hive format which can be
exported, loaded and unloaded by the Registry Editor in these operating systems. The
following system Registry files are stored in $SystemRoot%\System32\Config\:

e sam—HKEY LOCAL MACHINE\SAM

e security — HKEY LOCAL MACHINE\SECURITY

e software — HKEY LOCAL MACHINE\SOFTWARE

e system—HKEY LOCAL MACHINE\SYSTEM

e Default —HKEY USERS\.DEFAULT

e Userdiff — Not associated with a hive. Used only when upgrading operating
systems.

The following file is stored in each user's profile folder:
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e 3UserProfile%\Ntuser.dat — HKEY USERS\<User SID> (linked to by
HKEY CURRENT USER)

For Windows 2000, Server 2003 and Windows XP, the following additional user-specific
file is used for COM information:

e 3%UserProfile%$\Local Settings\Application
Data\Microsoft\Windows\Usrclass.dat (path is localized) —
HKEY USERS\<User SID> Classes
(HKEY CURRENT USER\Software\Classes)

For Vista and later, the path was changed to:

e SUserProfile$\AppData\Local\Microsoft\Windows\Usrclass.dat (path is

not localized) alias $LocalAppData%\Microsoft\Windows\Usrclass.dat —
HKEY USERS\<User SID> Classes
(HKEY_ CURRENT USER\Software\Classes)

Windows 2000 kept an alternate copy of the registry hives ((ALT) and attempts to switch
to it when corruption is detected. Windows XP and Windows Server 2003 do not
maintain a System.alt hive because NTLDR on those versions of Windows can process
the System.log file to bring up to date a System hive that has become inconsistent during
a shutdown or crash. In addition, the $windir%\Repair folder contains a copy of the
system's registry hives that were created after installation and the first successful startup
of Windows.

Windows 95, 98, and Me

The registry files are named USER.DAT and sYSTEM. DAT are stored in the $WINDIRS
directory. In Windows Me, Cclasses.dat was added. Also, each user profile (if profiles
are enabled) has its own USER.DAT in profile's directory.

Windows 3.11

The registry file is Reg.dat, system.dat and is stored in the c: \winDows directory.

These files also contain system registry info: user.dat and is stored in the
C:\windows\profiles\<username>\user.dat directory

Backups and recovery
Windows supports several methods to back up and restore the registry:
e System Restore can back up the registry and restore it as long as Windows is

bootable, or from the Windows Recovery Environment starting with Windows
Vista.
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o NTBackup can back up the registry as part of the System State and restore it.

e On Windows NT-based systems, the Last Known Good Configuration option in
startup menu relinks the HKLM\SYSTEM\CurrentControlset key, which stores
hardware and device driver information.

e  Windows 98 and Windows Me include command line (Scanreg.exe) and GUI
(Scanregw.exe) registry checker tools to check and fix the integrity of the registry,
create up to five automatic regular backups by default and restore them manually
or whenever corruption is detected. The registry checker tool backs up the
registry, by default, to swindir%\Sysbckup Scanreg.exe can also run from MS-
DOS.

e The Windows 95 CD-ROM included an Emergency Recovery Utility (ERU.exe)
and a Configuration Backup Tool (Cfgback.exe) to back up and restore the
registry. Additionally Windows 95 backs up the registry to the files system.da0
and user.da0 on every successful boot.

Policy
Group policy

Windows 2000 and later versions of Windows use Group Policy to enforce Registry
settings. Policy may be applied locally to a single computer using gpedit.msc, or to
multiple users and/or computers in a domain using gpmc . msc.

Legacy systems

With Windows 95, Windows 98, Windows Me and Windows NT, administrators can use
a special file to be merged into the registry, called a policy file (por1CY.POL). The policy
file allows administrators to prevent non-administrator users from changing registry
settings like, for instance, the security level of Internet Explorer and the desktop
background wallpaper. The policy file is primarily used in a business with a large number
of computers where the business needs to be protected from rogue or careless users.

The default extension for the policy file is . por. The policy file filters the settings it
enforces by user and by group (a "group" is a defined set of users). To do that the policy
file merges into the registry, preventing users from circumventing it by simply changing
back the settings. The policy file is usually distributed through a LAN, but can be placed
on the local computer.

The policy file is created by a free tool by Microsoft that goes by the filename
poledit.exe for Windows 95/Windows 98 and with a computer management module
for NT-based systems. The editor requires administrative permissions to be run on
systems that uses permissions. The editor can also directly change the current registry
settings of the local computer and if the remote registry service is installed and started on
another computer it can also change the registry on that computer. The policy editor loads
the settings it can change from . apu files, of which one is included, that contains the
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settings the Windows shell provides. The .apwm file is plain text and supports easy
localisation by allowing all the strings to be stored in one place.

.INI file virtualization

Windows NT kernels support redirection of INI file-related APIs into a virtual file in a
Registry location such as HKEY CURRENT USER using a feature called
"InifileMapping". This functionality was introduced to allow legacy applications written
for 16-bit versions of Windows to be able to run under Windows NT platforms on which
the System folder is no longer considered an appropriate location for user-specific data or
configuration. Non-compliant 32-bit applications can also be redirected in this manner,
even though the feature was originally intended for 16-bit applications.

Registry virtualization

Windows Vista has introduced limited Registry virtualization, whereby poorly written
applications that do not respect the principle of least privilege and instead try to write
user data to a read-only system location (such as the HKEY LOCAL MACHINE hive),
can be redirected to a more appropriate location, without changing the application itself.
The operation is transparent to the application, as it does not know that its Registry
operations have been directed elsewhere.

Similarly, application virtualization redirects all of an application's Registry operations to
a non-Registry backed location, such as a file. Used together with file virtualization, this
approach allows applications to run without being installed on the location machine.

Low integrity processes may also leverage registry virtualization. For example as Internet
Explorer 7 or 8 running in "Protected Mode" on Windows Vista or Windows 7 will
automatically redirect registry writes by ActiveX controls to a sandboxed location in
order to frustrate some classes of security exploits.

Lastly, the Application Compatibility Toolkit provides shims that can transparently
redirect HKEY LOCAL MACHINE or HKEY CLASSES ROOT Registry operations
to HKEY CURRENT USER to address "LUA" bugs that cause applications not to work
for limited users.

Equivalents in other operating systems

In contrast to the Windows registry's binary-based database model, some other operating
systems use separate plain-text files for daemon and application configuration, but group
these configurations together for ease of management.

e Under Unix-like operating systems e.g. Linux that follow the Filesystem
Hierarchy Standard, system-wide configuration files (information similar to what
would appear in HKEY LOCAL MACHINE on Windows) are traditionally
stored in files in /etc/ and its subdirectories, or sometimes in /usr/local/etc.
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Per-user information (information that would be roughly equivalent to that in
HKEY CURRENT USER) is stored in hidden directories and files (that start
with a period/full stop) within the user's home directory. However XDG-
compliant applications should refer to the environment variables defined in the
Base Directory specification.

Applications running on Apple Inc.'s Mac OS X operating system typically store
settings in property list files which are usually stored in each user's Library folder.
RISC OS also allows applications to be copied into directories easily, as opposed
to the separate installation program that typifies Windows applications. If one
wishes to remove the application, it is possible to simply delete the folder
belonging to the application. This will often not remove configuration settings
which are stored independently from the application, usually within the
computer's !Boot structure, in !Boot.Choices, but potentially anywhere on a
network fileserver.

IBM AIX (a Unix variant) uses a registry component called Object Data Manager
(ODM). The ODM is used to store information about system and device
configuration. An extensive set of tools and utilities provides users with means of
extending, checking, correcting the ODM database. The ODM stores its
information in several files, default location is /etc/objrepos.

The GNOME desktop environment uses a registry-like interface called GConf for
storing configuration settings for the desktop and applications. However, in
GConf, all application settings are stored in separate files, thereby eliminating a
single point of failure. Conversely, this also creates multiple points of failure, and
the likelihood of one or more files being destroyed is increased.

The Elektra Initiative provides an alternative back-end for text configuration files
for the Linux operating system, similar to the registry.

While not an operating system, the Wine compatibility layer, which allows
Windows software to run on a Unix-like system, also employs a Windows-like
registry as text files in the WINEPREFIX folder: system.reg
(HKEY_LOCAL_MACHINE), user.reg (HKEY CURRENT USER) and
userdef.reg.
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